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Abstract

This document provides a comprehensive mathematical treatment
of text embeddings, covering the fundamental concepts, implementa-
tion details, and practical applications. We explore how textual data
is transformed into numerical vectors while preserving semantic rela-
tionships through geometric structures in high-dimensional spaces.
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1 Constructing Example Embeddings

1.1 Methodology for Creating Interpretable Examples

Example: Designing a 2D Semantic Space

When creating pedagogical examples, we carefully choose dimensions
that are human-interpretable. For the royalty-gender example:
Step 1: Define Semantic Axes

• X-axis: Royalty (0.0 = common, 1.0 = royal)

• Y-axis: Gender (0.0 = feminine, 1.0 = masculine)

Step 2: Assign Values Based on Semantic Properties

ϕ(”king”) = [0.95, 0.90] (very royal, very masculine)

ϕ(”queen”) = [0.95, 0.10] (very royal, very feminine)

ϕ(”man”) = [0.10, 0.85] (common, masculine)

ϕ(”woman”) = [0.10, 0.15] (common, feminine)

Step 3: Verify Semantic Relationships

ϕ(”king”)− ϕ(”man”) = [0.85, 0.05] (royal→common)

ϕ(”queen”)− ϕ(”woman”) = [0.85,−0.05] (similar direction!)
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1.2 Systematic Approach for N-dimensional Examples

Example: Creating a 4D Semantic Space

For more complex examples, we can define multiple interpretable di-
mensions:
Dimensions:

1. Royalty (0-1)

2. Gender (0-1)

3. Age (0=young, 1=adult)

4. Animacy (0=object, 1=animate)

Sample Embeddings:

ϕ(”king”) = [0.95, 0.90, 0.95, 0.99]

ϕ(”queen”) = [0.95, 0.10, 0.95, 0.99]

ϕ(”prince”) = [0.85, 0.80, 0.30, 0.99]

ϕ(”car”) = [0.10, 0.50, 0.80, 0.01]

ϕ(”baby”) = [0.05, 0.50, 0.10, 0.99]

Verification:

cos(ϕ(”king”), ϕ(”queen”)) ≈ 0.94 (high - same category)

cos(ϕ(”king”), ϕ(”car”)) ≈ 0.35 (low - different categories)
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1.3 From Examples to Real Embeddings

Example: How Real Models Create Embeddings

Real embedding models like BERT don’t use manually designed di-
mensions. Instead:
Training Process:

1. Model reads billions of sentences

2. Learns that words in similar contexts should have similar vectors

3. Automatically discovers semantic dimensions through neural net-
works

Real vs. Example Embeddings:

• Example embeddings: 2-4 dimensions, human-designed, in-
terpretable

• Real embeddings: 384-768+ dimensions, machine-learned,
hard to interpret

• Both preserve: Semantic relationships through vector geome-
try

Example of Real Embedding:

ϕreal(”king”) = [0.134,−0.542, 0.218, . . . , 0.076] (768 dimensions)

ϕreal(”queen”) = [0.128,−0.538, 0.195, . . . , 0.081]
cos(ϕreal(”king”), ϕreal(”queen”)) ≈ 0.89 (still high!)
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1.4 Mathematical Foundation for Example Construc-
tion

Example: Ensuring Mathematical Consistency

To create valid examples, we ensure they satisfy key properties:
Property 1: Similar words have high cosine similarity

cos(ϕ(”man”), ϕ(”boy”)) =
[0.10, 0.85] · [0.08, 0.75]
∥[0.10, 0.85]∥∥[0.08, 0.75]∥

=
0.008 + 0.6375√
0.7325 ·

√
0.5689

≈ 0.98

Property 2: Analogies work vectorially

ϕ(”king”)− ϕ(”man”) + ϕ(”woman”) = [0.95, 0.90]− [0.10, 0.85] + [0.10, 0.15]

= [0.95, 0.20] ≈ ϕ(”queen”)

Property 3: Semantic clusters emerge

• Royal cluster: king, queen, prince, princess (high X-values)

• Common male cluster: man, boy (low X, high Y)

• Common female cluster: woman, girl (low X, low Y)
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1.5 Creating Your Own Examples

Example: Building a Custom Semantic Space

You can create your own examples for any domain:
Domain: Food

• Dimensions: [Sweetness, Temperature, Healthiness]

ϕ(”ice cream”) = [0.9, 0.1, 0.2] (sweet, cold, unhealthy)

ϕ(”salad”) = [0.1, 0.3, 0.9] (savory, cool, healthy)

ϕ(”soup”) = [0.2, 0.9, 0.7] (savory, hot, healthy)

ϕ(”cake”) = [0.95, 0.5, 0.1] (sweet, warm, unhealthy)

Verification:

cos(ϕ(”ice cream”), ϕ(”cake”)) ≈ 0.85 (both sweet treats)

cos(ϕ(”ice cream”), ϕ(”salad”)) ≈ 0.25 (very different)

2 Introduction to Text Embeddings

2.1 The Fundamental Problem

Example: The Language-Number Gap

Consider trying to teach a computer about animals:

• Human: ”cat”, ”dog”, ”lion”, ”elephant”

• Computer needs: Numerical representations

• Solution: ϕ(”cat”) = [0.8, 0.2, 0.1] (pet, small, domestic)

• ϕ(”lion”) = [0.1, 0.9, 0.0] (wild, large, dangerous)

Now the computer can compute similarities mathematically.
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Computers operate exclusively on numerical data, while human commu-
nication primarily uses natural language. The challenge is to bridge this gap
by creating a mapping:

f : T → Rd (1)

where T is the set of all possible texts and d is the embedding dimen-
sionality.

2.2 Historical Context

Example: Evolution of Embeddings

One-hot encoding:

• Vocabulary: [”cat”, ”dog”, ”bird”]

• ϕone-hot(”cat”) = [1, 0, 0]

• ϕone-hot(”dog”) = [0, 1, 0]

• Problem: All words equally distant, no semantics

Modern embeddings:

• ϕ(”cat”) = [0.8, 0.2, 0.1, . . . ]

• ϕ(”dog”) = [0.7, 0.3, 0.2, . . . ]

• ϕ(”bird”) = [0.3, 0.9, 0.0, . . . ]

• Semantic relationships preserved!

Early approaches included:

• One-hot encoding: vword ∈ {0, 1}|V | where V is vocabulary

• TF-IDF: Term frequency-inverse document frequency

• Word2Vec: Neural network-based embeddings

• Transformers: Modern contextual embeddings
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3 Why High-Dimensional Embeddings?

3.1 The Need for Multiple Semantic Dimensions

Example: Limitations of Low-Dimensional Spaces

2D Space (Royalty vs Gender):

ϕ(”king”) = [0.9, 0.8]

ϕ(”queen”) = [0.9, 0.2]

ϕ(”car”) = [0.1, 0.5]

Problem: Where to place ”computer”? It’s not royal, but gender
doesn’t apply!

Real language requires capturing hundreds of nuanced semantic aspects
simultaneously.
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3.2 Semantic Dimensions in Real Embeddings

Example: What 768 Dimensions Represent

Each dimension captures a different semantic aspect:

• Dimension 1: Royalty vs commonness

• Dimension 2: Masculinity vs femininity

• Dimension 3: Age (young vs old)

• Dimension 4: Formality level

• Dimension 5: Positive vs negative sentiment

• Dimension 6: Concrete vs abstract

• Dimension 7: Human vs object

• Dimension 8: Size (small vs large)

• . . . Dimensions 9-768: Thousands more subtle features

3.3 Mathematical Representation

Example: Real Word Embedding Structure

A 768-dimensional embedding for ”king”:

ϕ(”king”) = [0.134,−0.542, 0.218, 0.076,−0.289, 0.431, 0.152,−0.087,
0.324, 0.198,−0.453, 0.267, 0.089,−0.176, 0.512, . . .
. . . , 0.076,−0.234, 0.187, 0.423,−0.159, 0.298]

Each number represents the word’s position along that particular se-
mantic dimension.
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3.4 Why 768 Specifically?

Example: Trade-offs in Dimension Choice

Too few dimensions (e.g., 50):

• Cannot capture all semantic nuances

• Words collapse into same vectors

• Poor performance on complex tasks

Too many dimensions (e.g., 2048):

• Overfitting to training data

• Computational inefficiency

• Diminishing returns

768 dimensions:

• Enough capacity for complex semantics

• Computationally efficient

• Standard in models like BERT-base
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3.5 The Curse of Dimensionality

Example: Distance Behavior in High Dimensions

In high dimensions, distance metrics behave differently:
For random vectors in 768D:

E[∥u− v∥2] ≈
√
2d ≈ 39.2

E[cos(u,v)] ≈ 0

But for related words:

cos(ϕ(”king”), ϕ(”queen”)) ≈ 0.7− 0.9

cos(ϕ(”king”), ϕ(”car”)) ≈ 0.1− 0.3

Semantic relationships create structure in the high-dimensional space.

3.6 How Dimensions are Learned

Example: Neural Network Weight Matrix

The embedding matrix WE ∈ RV×768 where:

• V = vocabulary size (e.g., 30,000)

• Each row is a 768D word embedding

• Learned through contextual prediction tasks

Training objective:

max
N∑
i=1

logP (wi|wi−1, wi−2, . . . , wi−k) (2)

The network discovers useful dimensions that help predict word con-
texts.
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3.7 Interpretability Challenge

Example: Dimension Interpretation

Individual dimensions are hard to interpret:

ϕ(”king”)1 = 0.134 (what does this mean?)

ϕ(”queen”)1 = 0.128

ϕ(”car”)1 = −0.456

But directions matter:

ϕ(”king”)− ϕ(”queen”) ≈ ”gender direction”

ϕ(”king”)− ϕ(”man”) ≈ ”royalty direction”

Semantic meaning emerges from combinations of dimensions.

3.8 Empirical Justification

Example: Performance vs Dimension Size

Experimental results show:

Dimensions Semantic Accuracy Speed (sentences/sec)

128 68% 1200
256 78% 800
512 85% 400
768 88% 250
1024 89% 150

768 provides the best trade-off between accuracy and efficiency.
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4 Mathematical Foundations

4.1 Vector Space Model

Example: Simple 3D Word Space

Let’s create a 3-dimensional semantic space:

• Dimension 1: Animal (1.0) vs Object (0.0)

• Dimension 2: Size (1.0 = large, 0.0 = small)

• Dimension 3: Domestic (1.0) vs Wild (0.0)

ϕ(”cat”) = [0.9, 0.2, 0.8]

ϕ(”dog”) = [0.9, 0.3, 0.9]

ϕ(”elephant”) = [0.9, 1.0, 0.3]

ϕ(”car”) = [0.1, 0.7, 0.6]

Now ”cat” and ”dog” are close, while ”car” is distant from all animals.

Given a vocabulary V = {w1, w2, . . . , wn}, we seek to find an embedding
function:

ϕ : V → Rd (3)

such that semantic relationships are preserved:

sim(wi, wj) ≈ cos(ϕ(wi), ϕ(wj)) (4)
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4.2 Similarity Metrics

4.2.1 Cosine Similarity

Example: Calculating Cosine Similarity

Let’s compare two word vectors:

u = ϕ(”king”) = [0.9, 0.8]

v = ϕ(”queen”) = [0.9, 0.2]

Calculate cosine similarity:

u · v = 0.9× 0.9 + 0.8× 0.2 = 0.81 + 0.16 = 0.97

∥u∥ =
√
0.92 + 0.82 =

√
0.81 + 0.64 =

√
1.45 ≈ 1.204

∥v∥ =
√
0.92 + 0.22 =

√
0.81 + 0.04 =

√
0.85 ≈ 0.922

cos(u,v) =
0.97

1.204× 0.922
≈ 0.97

1.110
≈ 0.874

High similarity (0.874) confirms semantic relationship.

cos(u,v) =
u · v
∥u∥∥v∥

=

∑d
i=1 uivi√∑d

i=1 u
2
i

√∑d
i=1 v

2
i

(5)
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4.2.2 Euclidean Distance

Example: Euclidean Distance Calculation

Using the same vectors:

u = [0.9, 0.8]

v = [0.9, 0.2]

d(u,v) =
√

(0.9− 0.9)2 + (0.8− 0.2)2 =
√
0 + 0.36 = 0.6

Compare with dissimilar words:

w = ϕ(”car”) = [0.1, 0.2]

d(u,w) =
√
(0.9− 0.1)2 + (0.8− 0.2)2 =

√
0.64 + 0.36 = 1.0

”king” and ”queen” are closer than ”king” and ”car”.

d(u,v) = ∥u− v∥2 =

√√√√ d∑
i=1

(ui − vi)2 (6)
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4.3 The Famous Word Analogy

Example: Complete Word Analogy Calculation

Let’s verify the famous analogy with 4D vectors:

ϕ(”king”) = [0.9, 0.8, 0.1, 0.9]

ϕ(”queen”) = [0.9, 0.2, 0.9, 0.9]

ϕ(”man”) = [0.1, 0.7, 0.1, 0.8]

ϕ(”woman”) = [0.1, 0.3, 0.9, 0.8]

Calculate the analogy:

ϕ(”king”)− ϕ(”man”) = [0.8, 0.1, 0.0, 0.1]

ϕ(”king”)− ϕ(”man”) + ϕ(”woman”) = [0.9, 0.4, 0.9, 0.9]

cos([0.9, 0.4, 0.9, 0.9], ϕ(”queen”)) ≈ 0.94

Very high similarity confirms the analogy holds!

The classic example demonstrates vector arithmetic:

ϕ(king)− ϕ(man) + ϕ(woman) ≈ ϕ(queen) (7)

ϕ(Paris)− ϕ(France) + ϕ(Italy) ≈ ϕ(Rome) (8)

26



5 Implementation Details

5.1 The Embedding Function

Example: Cache Operation in Practice

Initial state: cache = {}
First call: embed text(”hello”)

• ”hello” not in cache → compute embedding

• ϕ(”hello”) = [0.1, 0.5,−0.2, . . . ]

• cache[”hello”] = [0.1, 0.5, -0.2, . . . ]

• Return: [0.1, 0.5, -0.2, . . . ]

Second call: embed text(”hello”)

• ”hello” in cache → skip computation

• Return: [0.1, 0.5, -0.2, . . . ] (instantaneous)

Performance: 1000 calls with 10 unique texts

• Without cache: 1000 computations

• With cache: 10 computations + 990 lookups

• 100x speedup!

The provided Python code implements an efficient embedding system
with caching:
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Algorithm 1 Text Embedding with Caching

1: function embed text(text)
2: if text /∈ cache then
3: v← encoder.encode(text)
4: cache[text]← v
5: end if
6: return cache[text]
7: end function

5.2 Mathematical Formulation of the Implementation

Example: Mathematical Cache Operation

Let embedding computation time te = 50ms, cache lookup tc = 0.5ms.
For document processing with texts: [”hello”, ”world”, ”hello”, ”ai”,
”world”]

Unique texts = 3 (hello, world, ai)

Total calls = 5

Time without cache = 5× 50 = 250ms

Time with cache = 3× 50 + 2× 0.5 = 151ms

Speedup =
250

151
≈ 1.66×

For larger scale: 1000 calls, 100 unique texts:

Speedup =
1000× 50

100× 50 + 900× 0.5
=

50000

5000 + 450
≈ 9.2×

Let E be our embedding model, C our cache, and T our input text:

embed text(T ) =

{
E(T ) if T /∈ C

C[T ] otherwise
(9)

The cache update rule:

C[T ]← E(T ) when T /∈ C (10)
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6 How Embeddings are Computed

6.1 Transformer-based Embeddings

Example: Sentence Encoding Process

Encoding the sentence: ”The cat sat on the mat”
Step 1: Tokenization

• Input: ”The cat sat on the mat”

• Tokens: [”The”, ”cat”, ”sat”, ”on”, ”the”, ”mat”]

• Token IDs: [1, 542, 1234, 56, 1, 7890]

Step 2: Forward Pass

H = Transformer(X)

H ∈ R6×768 (6 tokens, 768 dimensions)

Step 3: Pooling

v = mean-pool(H) =
1

6

6∑
i=1

hi

v ∈ R768 (sentence embedding)

Modern embeddings use transformer architectures:

H = Transformer(X) (11)

where X is the input token sequence and H is the hidden state matrix.
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6.2 The Encoding Process

Example: Complete Pipeline for ”I love AI”

1. Input: ”I love AI”

2. Tokenization: [”I”, ”love”, ”AI”] → [100, 205, 3001]

3. Embedding Lookup:

EI = [0.1, 0.2, . . . ]

Elove = [0.8, 0.1, . . . ]

EAI = [0.9, 0.8, . . . ]

4. Positional Encoding: Add position information

5. Transformer Layers: 12 layers of self-attention

6. Output: Contextualized token representations

7. Pooling: Average all token representations

8. Final: ϕ(”I love AI”) = [0.6, 0.37, . . . ]

For a sentence S = [t1, t2, . . . , tn]:

1. Tokenization: Convert text to tokens

2. Positional Encoding: Add position information

3. Multi-head Attention: Compute contextual representations

4. Pooling: Aggregate token representations
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6.2.1 Multi-head Attention

Example: Single Attention Head Calculation

For token ”cat” in ”The cat sat”, with 4-dimensional embeddings:

Qcat = [1.2, 0.8,−0.5, 0.3]
KThe = [0.9, 0.1, 0.2,−0.3]
Kcat = [1.1, 0.9,−0.4, 0.2]
Ksat = [0.8, 0.7,−0.6, 0.4]

Compute attention scores:

scoreThe =
Qcat ·KThe√

4
=

1.08

2
= 0.54

scorecat =
Qcat ·Kcat√

4
=

2.16

2
= 1.08

scoresat =
Qcat ·Ksat√

4
=

1.56

2
= 0.78

Softmax: [0.24, 0.48, 0.28] → ”cat” pays most attention to itself!

Attention(Q,K, V ) = softmax

(
QKT

√
dk

)
V (12)

MultiHead(Q,K, V ) = Concat(head1, . . . , headh)W
O (13)

where each head is computed as:

headi = Attention(QWQ
i , KWK

i , V W V
i ) (14)
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7 Concrete Example with Mathematics

7.1 2D Conceptual Example

Example: Complete 2D Semantic Space

Let’s build a comprehensive 2D space:

• X-axis: Royalty (0.0 = common, 1.0 = royal)

• Y-axis: Gender (0.0 = feminine, 1.0 = masculine)

ϕ(”king”) = [0.95, 0.90]

ϕ(”queen”) = [0.95, 0.10]

ϕ(”prince”) = [0.85, 0.80]

ϕ(”princess”) = [0.85, 0.15]

ϕ(”man”) = [0.10, 0.85]

ϕ(”woman”) = [0.10, 0.15]

ϕ(”boy”) = [0.08, 0.75]

ϕ(”girl”) = [0.08, 0.20]

Visualize: Royalty on X, Gender on Y - clear clusters emerge!

Let’s define a simplified 2D embedding space:

ϕ(king) = [0.9, 0.8] (15)

ϕ(queen) = [0.9, 0.2] (16)

ϕ(man) = [0.1, 0.7] (17)

ϕ(woman) = [0.1, 0.3] (18)
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7.2 Vector Arithmetic Verification

Example: Multiple Analogies Verification

Analogy 1: Royal gender change

ϕ(”king”)− ϕ(”queen”) = [0.00, 0.80] (male→female)

ϕ(”man”)− ϕ(”woman”) = [0.00, 0.70] (same direction!)

Analogy 2: Age relationship

ϕ(”man”)− ϕ(”boy”) = [0.02, 0.10] (adult→child)

ϕ(”woman”)− ϕ(”girl”) = [0.02,−0.05] (similar!)

Analogy 3: Royal to common

ϕ(”king”)− ϕ(”man”) = [0.85, 0.05] (royal→common)

ϕ(”queen”)− ϕ(”woman”) = [0.85,−0.05] (similar!)

All semantic relationships captured as vector directions!

ϕ(king)− ϕ(man) = [0.8, 0.1] (19)

ϕ(queen)− ϕ(woman) = [0.8,−0.1] (20)

cos([0.8, 0.1], [0.8,−0.1]) = 0.64− 0.01√
0.65
√
0.65

≈ 0.97 (21)

High cosine similarity confirms the relationship is captured.
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8 Real-world Implementation Mathematics

8.1 The Encoder Function

Example: BERT-base Embedding Dimensions

For BERT-base model:

• Vocabulary size: 30,522 tokens

• Hidden dimension: 768

• Layers: 12

• Attention heads: 12

• Total parameters: 110 million

Single sentence processing:

Input: ”The quick brown fox”

Tokens: [”The”, ”quick”, ”brown”, ”fox”]

Token embeddings: R4×768

Output: R4×768 contextual embeddings

Sentence embedding: R768 (mean pooled)

The encoder.encode() function typically implements:

E(T ) = Pool(Transformer(Tokenize(T ))) (22)
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8.2 Pooling Strategies

Example: Comparing Pooling Strategies

Sentence: ”AI is amazing” with token embeddings:

h1 = [0.1, 0.2, 0.3] (AI)

h2 = [0.4, 0.1, 0.5] (is)

h3 = [0.9, 0.8, 0.7] (amazing)

Mean Pooling:

v =
1

3
([0.1, 0.2, 0.3] + [0.4, 0.1, 0.5] + [0.9, 0.8, 0.7])

=
1

3
[1.4, 1.1, 1.5] = [0.467, 0.367, 0.5]

Max Pooling:

v = [max(0.1, 0.4, 0.9),max(0.2, 0.1, 0.8),max(0.3, 0.5, 0.7)]

= [0.9, 0.8, 0.7]

CLS Token: Use first token’s embedding: [0.1, 0.2, 0.3]

• Mean Pooling: v = 1
n

∑n
i=1 hi

• CLS Token: v = hCLS

• Max Pooling: vj = maxi hij
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9 Performance Optimization

9.1 Cache Efficiency

Example: Real-world Cache Performance

Scenario: Chatbot processing user messages

• Embedding computation: te = 20ms

• Cache lookup: tc = 0.1ms

• User messages: 1000 total, 200 unique phrases

Without cache:

Total time = 1000× 20ms = 20, 000ms = 20 seconds

With cache:

Total time = 200× 20ms + 800× 0.1ms

= 4000ms + 80ms = 4080ms ≈ 4 seconds

Speedup: 20s/4s = 5× faster!
Memory usage (768-dim float32):

200 embeddings = 200× 768× 4bytes

= 614, 400bytes ≈ 600KB (tiny!)

Let te be embedding computation time and tc be cache lookup time. The
speedup factor is:

S =
te
tc
≈ 100− 1000× (23)

For n unique texts and m total calls (m≫ n):

Total time = n · te + (m− n) · tc (24)
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9.2 Memory Complexity

Example: Cache Memory Calculation

System specifications:

• Embedding dimension: d = 768

• Float size: 4 bytes

• Average text length: 50 characters (2 bytes per char UTF-16)

• Cache entries: 10,000

Memory calculation:

Text storage = 10, 000× 50× 2 = 1, 000, 000 bytes ≈ 1MB

Embedding storage = 10, 000× 768× 4 = 30, 720, 000 bytes ≈ 30MB

Total cache memory ≈ 31MB

Comparison: Modern systems have 16GB+ RAM, so 31MB is only
0.2% of memory!
Scaling: To store 1 million embeddings:

Memory required ≈ 3.1GB Still manageable!

Cache memory usage:

M =
∑
T∈C

(|T |+ d · sizeof(float)) (25)
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10 Applications and Use Cases

10.1 Semantic Search

Example: Document Search System

Query: ”machine learning tutorials”
Document database:

1. ”Introduction to neural networks”

2. ”Python programming guide”

3. ”Deep learning course materials”

4. ”Cooking recipes for beginners”

5. ”ML tutorial for beginners”

Embedding similarities:

cos(ϕ(query), ϕ(doc1)) = 0.85

cos(ϕ(query), ϕ(doc2)) = 0.45

cos(ϕ(query), ϕ(doc3)) = 0.92

cos(ϕ(query), ϕ(doc4)) = 0.12

cos(ϕ(query), ϕ(doc5)) = 0.88

Search results ranking:

1. ”Deep learning course materials” (0.92)

2. ”ML tutorial for beginners” (0.88)

3. ”Introduction to neural networks” (0.85)

4. ”Python programming guide” (0.45)

5. ”Cooking recipes” (0.12)

Semantic search finds relevant documents even without keyword
matches!
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Given query q and documents D = {d1, d2, . . . , dk}:

score(q, di) = cos(ϕ(q), ϕ(di)) (26)

10.2 Text Classification

Example: Sentiment Analysis

Task: Classify movie reviews as positive/negative
Training data:

• Positive: ”Great movie with amazing acting” → label 1

• Negative: ”Terrible plot and bad acting” → label 0

Model:

v = ϕ(review) ∈ R768

z = Wv + b (W ∈ R2×768, b ∈ R2)

ŷ = softmax(z) =
exp(zi)∑
j exp(zj)

Prediction for new review:

ϕ(”Loved the characters and story”) = [0.8,−0.2, . . . ]
ŷ = [0.85, 0.15] (85% positive, 15% negative)

ŷ = softmax(Wϕ(T ) + b) (27)
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10.3 Clustering

Example: News Article Clustering

Articles to cluster:

1. ”Stock market reaches all-time high”

2. ”Basketball team wins championship”

3. ”New AI model breaks records”

4. ”Football league finals this weekend”

5. ”Tech company earnings exceed expectations”

6. ”Baseball season opener results”

Clustering result:

• Cluster 1 (Sports): 2, 4, 6

• Cluster 2 (Technology): 3, 5

• Cluster 3 (Finance): 1

Cluster centers:

µsports = mean(ϕ(article 2), ϕ(article 4), ϕ(article 6))

µtech = mean(ϕ(article 3), ϕ(article 5))

µfinance = ϕ(article 1)

Articles automatically grouped by semantic content!

Group texts based on embedding proximity using algorithms like K-
means:

argmin
C

k∑
i=1

∑
T∈Ci

∥ϕ(T )− µi∥2 (28)
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11 Advanced Mathematical Concepts

11.1 Geometric Interpretation

Example: Semantic Geometry in Action

Consider our 2D royalty-gender space:

• Distance:

d(”king”, ”queen”) = 0.8 (small - same category)

d(”king”, ”car”) = 1.5 (large - different categories)

• Direction:

ϕ(”king”)− ϕ(”queen”) = [0.0, 0.8] (gender axis)

ϕ(”king”)− ϕ(”man”) = [0.85, 0.05] (royalty axis)

• Clusters:

– Royal cluster: king, queen, prince, princess

– Common male cluster: man, boy

– Common female cluster: woman, girl

– Objects cluster: car, house, book (not shown)

The vector space becomes a ”semantic map” of concepts!

Embeddings create a semantic geometry where:

• Distance ↔ Semantic dissimilarity

• Direction ↔ Semantic relationships

• Clusters ↔ Semantic categories
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11.2 Manifold Hypothesis

Example: Understanding the Manifold

High-dimensional space: R768 (BERT embeddings)
Actual data manifold: Much lower intrinsic dimension

• All English sentences lie on a complex surface

• This surface has much lower dimension than 768

• The manifold captures grammatical and semantic rules

Analogy: Think of a spiral in 3D space:

• Ambient space: 3 dimensions

• Actual spiral: 1-dimensional curve

• Similarly, text embeddings lie on low-dimensional surfaces in
high-dimensional space

Implication: We can compress embeddings without losing much in-
formation!

Text embeddings typically lie on a low-dimensional manifold within Rd:

M⊂ Rd where dim(M)≪ d (29)
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12 Conclusion

Example: Complete System Overview

Building a semantic search engine:

1. Document processing: Convert all documents to embeddings
using our cached embed text() function

2. Query handling: Convert user query to embedding (cached)

3. Similarity search: Compute cosine similarities between query
and all document embeddings

4. Ranking: Return top-K most similar documents

Performance:

• 1 million documents → 1 million embeddings (4GB)

• Query processing: 20ms (including cache benefits)

• Scalable to web-scale applications!

Mathematical elegance: Pure linear algebra operations pow-
ering understanding of human language!

Text embeddings provide a powerful mathematical framework for rep-
resenting semantic information in a computationally tractable form. The
combination of deep learning architectures with efficient caching mechanisms
enables practical applications across natural language processing.

The key insight is that semantic relationships can be encoded as geomet-
ric relationships in high-dimensional vector spaces, enabling mathematical
operations on concepts and meanings.
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13 Vector Magnitude in Embeddings

13.1 Mathematical Definition of Vector Magnitude

Example: Calculating Vector Magnitudes

Let’s compute magnitudes for our example embeddings:

ϕ(”king”) = [0.9, 0.8]

ϕ(”queen”) = [0.9, 0.2]

ϕ(”car”) = [0.1, 0.2]

Calculations:

∥ϕ(”king”)∥ =
√
0.92 + 0.82 =

√
0.81 + 0.64 =

√
1.45 ≈ 1.204

∥ϕ(”queen”)∥ =
√
0.92 + 0.22 =

√
0.81 + 0.04 =

√
0.85 ≈ 0.922

∥ϕ(”car”)∥ =
√
0.12 + 0.22 =

√
0.01 + 0.04 =

√
0.05 ≈ 0.224

The magnitude (or length) of an embedding vector v = [v1, v2, . . . , vd] is
given by the L2 norm:

∥v∥2 =

√√√√ d∑
i=1

v2i (30)
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13.2 Python Implementation

Example: Code Implementation and Usage

The provided Python code implements magnitude computation:

def compute_magnitude(self, embedding: np.ndarray) -> float:

return np.linalg.norm(embedding) # Use L2 norm

Usage example:

king_embedding = [0.9, 0.8]

magnitude = compute_magnitude(king_embedding)

print(f"Magnitude: {magnitude:.3f}") # Output: Magnitude: 1.204

What np.linalg.norm() does:

• Computes
√∑

v2i for the input vector

• Handles vectors of any dimension automatically

• Efficiently implemented using optimized linear algebra routines
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13.3 Semantic Interpretation of Magnitude

Example: What Magnitude Reveals About Meaning

High magnitude words tend to be:

• Specific, concrete concepts: ”elephant”, ”computer”, ”moun-
tain”

• Emotionally charged words: ”amazing”, ”terrible”, ”fantastic”

• Semantically rich terms: ”democracy”, ”philosophy”, ”quantum”

Low magnitude words tend to be:

• Common function words: ”the”, ”and”, ”is”, ”in”

• Abstract concepts: ”thing”, ”stuff”, ”aspect”

• Neutral terms: ”average”, ”normal”, ”regular”

Examples from our 2D space:

∥ϕ(”king”)∥ ≈ 1.204 (specific, important concept)

∥ϕ(”the”)∥ ≈ 0.1 (common function word)

∥ϕ(”amazing”)∥ ≈ 1.5 (emotionally charged)
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13.4 Applications of Vector Magnitude

13.4.1 Normalization for Cosine Similarity

Example: Why We Normalize for Cosine Similarity

Cosine similarity formula:

cos(θ) =
u · v
∥u∥∥v∥

(31)

Without normalization (dot product):

ϕ(”king”) · ϕ(”the”) = 0.9× 0.1 + 0.8× 0.1 = 0.17

ϕ(”the”) · ϕ(”a”) = 0.1× 0.1 + 0.1× 0.1 = 0.02

With normalization (cosine similarity):

cos(ϕ(”king”), ϕ(”the”)) =
0.17

1.204× 0.141
≈ 1.0 (misleading!)

cos(ϕ(”the”), ϕ(”a”)) =
0.02

0.141× 0.141
≈ 1.0 (correct)

Magnitude normalization ensures we measure angular similarity, not
just raw alignment.
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13.4.2 Document Length Normalization

Example: Handling Document Length Variations

Consider two documents:

• Short: ”AI is amazing” → magnitude 1.2

• Long: ”Artificial intelligence is an amazing technology that
transforms industries and creates new opportunities for innova-
tion and growth” → magnitude 8.7

Without normalization, the long document would dominate simi-
larity calculations simply because it has more words.
With normalization, we compare the semantic direction regardless
of document length:

vshort =
ϕ(”AI is amazing”)

∥ϕ(”AI is amazing”)∥

vlong =
ϕ(long document)

∥ϕ(long document)∥

Now we fairly compare semantic content, not length.
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13.5 Mathematical Properties

13.5.1 Unit Vectors and Direction

Example: Converting to Unit Vectors

Any vector can be normalized to unit length:

v = [0.9, 0.8], ∥v∥ ≈ 1.204

v̂ =
v

∥v∥
=

[
0.9

1.204
,

0.8

1.204

]
≈ [0.747, 0.664]

∥v̂∥ =
√
0.7472 + 0.6642 =

√
0.558 + 0.441 =

√
0.999 ≈ 1.0

Why this matters:

• Unit vectors lie on the surface of a unit sphere

• Cosine similarity = dot product of unit vectors

• Pure comparison of direction, ignoring magnitude

13.5.2 Triangle Inequality

Example: Triangle Inequality in Semantic Space

The triangle inequality holds for vector magnitudes:

∥u+ v∥ ≤ ∥u∥+ ∥v∥ (32)

Example:

ϕ(”king”) = [0.9, 0.8], ∥ϕ(”king”)∥ ≈ 1.204

ϕ(”man”) = [0.1, 0.7], ∥ϕ(”man”)∥ ≈ 0.707

ϕ(”king”) + ϕ(”man”) = [1.0, 1.5]

∥ϕ(”king”) + ϕ(”man”)∥ =
√
1.02 + 1.52 =

√
3.25 ≈ 1.803

1.803 ≤ 1.204 + 0.707 = 1.911
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13.6 Implementation Details

13.6.1 Numerical Stability

Example: Handling Numerical Precision

Potential issues:

• Very small vectors: ∥v∥ ≈ 0 can cause division by zero

• Floating point precision in high dimensions

Robust implementation:

def safe_cosine_similarity(u, v):

norm_u = np.linalg.norm(u)

norm_v = np.linalg.norm(v)

if norm_u == 0 or norm_v == 0:

return 0.0 # Handle zero vectors

return np.dot(u, v) / (norm_u * norm_v)

Example of safe computation:

u = [0.0001, 0.0001], ∥u∥ ≈ 0.000141

v = [0.9, 0.8], ∥v∥ ≈ 1.204

safe cosine(u,v) = 0.0 (avoid numerical instability)
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13.6.2 Computational Complexity

Example: Performance of Magnitude Computation

For a d-dimensional vector:

• Operations: d multiplications + d additions + 1 square root

• Time complexity: O(d)

• Very efficient even for d = 768

Performance comparison:

Operation Time (d=768) Time (d=1024)

Magnitude computation 0.8s 1.1s
Dot product 1.2s 1.6s
Full similarity 2.0s 2.7s

Magnitude computation is highly efficient and scales linearly with di-
mension.
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13.7 Practical Applications in Real Systems

Example: Magnitude in Production Systems

Search engine ranking:

1. Compute query and document embeddings

2. Normalize both to unit length

3. Compute cosine similarity

4. Use magnitude as secondary ranking signal

Anomaly detection:

• Very high magnitude → emotionally charged/spam content

• Very low magnitude → generic/uninformative content

• Normal magnitude range → typical meaningful content

Quality filtering:

def is_high_quality_embedding(embedding, min_magnitude=0.5, max_magnitude=2.0):

magnitude = np.linalg.norm(embedding)

return min_magnitude <= magnitude <= max_magnitude
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14 Understanding Interpolation Steps and Per-

centages

14.1 The Interpolation Parameter α

Example: Interpolation Parameter Calculation

For steps = 5, we generate intermediate points at:

i = 1 : α =
1

5
= 0.20 (20% towards end)

i = 2 : α =
2

5
= 0.40 (40% towards end)

i = 3 : α =
3

5
= 0.60 (60% towards end)

i = 4 : α =
4

5
= 0.80 (80% towards end)

Note: We don’t include α = 0.0 (start) or α = 1.0 (end) since those
are our input texts.

The interpolation parameter α represents how far we’ve moved from the
start towards the end:

α =
i

steps
for i = 1, 2, . . . , steps− 1 (33)
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14.2 Mathematical Interpretation of Percentages

Example: Vector Component Transitions

From ”king” to ”queen”:

ϕ(”king”) = [0.95, 0.90]

ϕ(”queen”) = [0.95, 0.10]

At each percentage:

20% : w = 0.8× [0.95, 0.90] + 0.2× [0.95, 0.10] = [0.95, 0.74]

40% : w = 0.6× [0.95, 0.90] + 0.4× [0.95, 0.10] = [0.95, 0.58]

60% : w = 0.4× [0.95, 0.90] + 0.6× [0.95, 0.10] = [0.95, 0.42]

80% : w = 0.2× [0.95, 0.90] + 0.8× [0.95, 0.10] = [0.95, 0.26]

Notice how the royalty dimension (0.95) stays constant while gender
changes linearly!

The interpolation formula:

wα = (1− α) · u+ α · v (34)

means:

• α = 0.0: 100% start vector, 0% end vector

• α = 0.5: 50% start vector, 50% end vector

• α = 1.0: 0% start vector, 100% end vector
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14.3 Semantic Interpretation of Percentages

Example: Semantic Meaning at Each Percentage

Journey from ”student” to ”teacher”:

• 20% (”student-like”): ”advanced student” or ”teaching assis-
tant”

• 40% (”transitional”): ”graduate student” or ”junior instructor”

• 60% (”teacher-like”): ”new teacher” or ”adjunct professor”

• 80% (”nearly teacher”): ”experienced teacher” or ”department
head”

Why these interpretations?

• At 20%, mostly student characteristics with slight teacher traits

• At 60%, mostly teacher characteristics with some student rem-
nants

• The percentages represent the ”blend ratio” of semantic features
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14.4 Visualizing the Interpolation Path

Example: Complete Interpolation Visualization

Semantic space coordinates:

Start: ”hot” = [0.9, 0.1] (high temperature, low comfort)

End: ”cold” = [0.1, 0.8] (low temperature, high comfort)

Interpolation path:

Step α Vector Semantic Meaning

Start 0.0 [0.90, 0.10] ”hot” (uncomfortably warm)
1 0.2 [0.74, 0.24] ”warm” (pleasantly warm)
2 0.4 [0.58, 0.38] ”tepid” (neutral temperature)
3 0.6 [0.42, 0.52] ”cool” (slightly chilly)
4 0.8 [0.26, 0.66] ”cold” (comfortably cool)
End 1.0 [0.10, 0.80] ”freezing” (uncomfortably cold)

The path shows smooth transition through temperature-comfort space!
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14.5 Choosing Appropriate Step Sizes

Example: Different Step Granularities

Coarse steps (steps=3):

• α = 0.33: ”warm”

• α = 0.67: ”cool”

• Large jumps, may miss nuances

Medium steps (steps=5):

• α = 0.2: ”quite warm”

• α = 0.4: ”tepid”

• α = 0.6: ”slightly cool”

• α = 0.8: ”quite cool”

• Good balance of detail and efficiency

Fine steps (steps=10):

• α = 0.1, 0.2, 0.3, . . . , 0.9

• Very smooth transitions

• Computationally expensive

• May produce overly similar intermediates
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14.6 Percentage as Semantic Distance

Example: Percentage as Conceptual Distance

From ”car” to ”bicycle”:

• 20%: ”motorcycle” (similar to car: motorized, but smaller)

• 40%: ”scooter” (motorized but very light)

• 60%: ”electric bicycle” (mostly bicycle with some motorization)

• 80%: ”bicycle with motor assist” (mostly bicycle)

From ”love” to ”hate”:

• 20%: ”strong like” or ”admiration”

• 40%: ”neutral” or ”indifference”

• 60%: ”mild dislike” or ”annoyance”

• 80%: ”strong dislike” or ”resentment”

The percentage represents how much we’ve transformed from the start-
ing concept’s semantic features to the ending concept’s features.
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14.7 Mathematical Properties of the Percentage

Example: Linear vs Non-linear Transitions

Linear interpolation (what we use):

wα = (1− α)u+ αv (35)

But semantic change isn’t always linear!
Example: ”seed” to ”tree”:

• 20%: ”sprout” (barely changed from seed)

• 40%: ”sapling” (rapid change in appearance)

• 60%: ”young tree” (slower changes)

• 80%: ”mature tree” (very similar to final tree)

The equal percentage steps don’t always match equal semantic changes!
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14.8 Application-Specific Percentage Interpretation

Example: Domain-Specific Meanings

In color interpolation:

• 20%: Mostly source color with hint of target

• 50%: Perfect blend of both colors

• 80%: Mostly target color with hint of source

In sentiment analysis:

• 20%: Slight shift in emotional tone

• 50%: Neutral or ambiguous sentiment

• 80%: Strong move toward target sentiment

In technical domains:

• 20%: Minor feature modifications

• 50%: Significant hybrid characteristics

• 80%: Nearly complete transformation

60



14.9 Algorithm Implementation Details

Example: Code Loop Explanation

def interpolate_semantic_path(start_text, end_text, steps=5):

start_emb = self.embed_text(start_text)

end_emb = self.embed_text(end_text)

interpolated = []

# Loop from 1 to steps-1 (exclude 0 and steps)

for i in range(1, steps):

alpha = i / steps # This gives us 0.2, 0.4, 0.6, 0.8 for steps=5

interp_emb = (1 - alpha) * start_emb + alpha * end_emb

# ... rest of processing

Why start from 1?

• i = 0 would give α = 0.0 → identical to start text

• i = steps would give α = 1.0 → identical to end text

• We only want the interesting intermediates!
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14.10 Real-World Example with Multiple Dimensions

Example: Multi-dimensional Interpolation

3D semantic space: [Formality, Positivity, Specificity]

ϕ(”awesome”) = [0.2, 0.9, 0.3] (informal, positive, vague)

ϕ(”excellent”) = [0.7, 0.8, 0.6] (formal, positive, specific)

At α = 0.4:

w = 0.6× [0.2, 0.9, 0.3] + 0.4× [0.7, 0.8, 0.6]

= [0.12, 0.54, 0.18] + [0.28, 0.32, 0.24]

= [0.40, 0.86, 0.42]

Semantic interpretation:

• Formality: 0.2 → 0.40 (becoming more formal)

• Positivity: 0.9 → 0.86 (slightly less intensely positive)

• Specificity: 0.3 → 0.42 (becoming more specific)

• Result: ”great” or ”really good”
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14.11 Choosing Optimal Number of Steps

Example: Step Count Trade-offs

Small semantic distance (”cat” → ”kitten”):

• Steps = 3 sufficient: ”young cat” → ”kitten”

• More steps produce near-identical texts

Large semantic distance (”computer” → ”philosophy”):

• Steps = 8-10 needed for smooth transition

• Fewer steps create jarring jumps

• Path: ”computer” → ”AI” → ”consciousness” → ”mind” →
”thought” → ”philosophy”

Rule of thumb:

optimal steps ∝ semantic distance× application sensitivity (36)
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15 Semantic Path Interpolation

15.1 Concept of Semantic Interpolation

Example: Walking Between Concepts in Vector Space

Imagine walking from ”king” to ”queen” in our 2D semantic space:

ϕ(”king”) = [0.95, 0.90]

ϕ(”queen”) = [0.95, 0.10]

Interpolation path:

• Step 1 (20%): [0.95, 0.82] → ”royal masculine figure”

• Step 2 (40%): [0.95, 0.66] → ”monarch”

• Step 3 (60%): [0.95, 0.50] → ”royal person”

• Step 4 (80%): [0.95, 0.34] → ”royal feminine figure”

The interpolation smoothly transitions gender while preserving royalty!

Semantic interpolation creates a smooth path between two concepts in
the embedding space, allowing us to explore intermediate semantic states.
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15.2 Mathematical Foundation

15.2.1 Linear Interpolation in Vector Space

Example: Mathematical Interpolation Calculation

Given:

u = ϕ(”king”) = [0.95, 0.90]

v = ϕ(”queen”) = [0.95, 0.10]

steps = 5, α = 0.5

Interpolation at midpoint:

w = (1− 0.5)× [0.95, 0.90] + 0.5× [0.95, 0.10]

= 0.5× [0.95, 0.90] + 0.5× [0.95, 0.10]

= [0.475, 0.45] + [0.475, 0.05] = [0.95, 0.50]

The result maintains royalty (0.95) while averaging gender (0.50).

The core interpolation formula:

wα = (1− α) · u+ α · v (37)

where α ∈ [0, 1] is the interpolation parameter.
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15.3 Python Implementation Breakdown

15.3.1 Basic Interpolation Loop

Example: Step-by-Step Interpolation Process

Input: start text = ”happy”, end text = ”sad”, steps = 4
Process:

1. α = 0.25: w = 0.75× ϕ(”happy”) + 0.25× ϕ(”sad”)

2. α = 0.50: w = 0.50× ϕ(”happy”) + 0.50× ϕ(”sad”)

3. α = 0.75: w = 0.25× ϕ(”happy”) + 0.75× ϕ(”sad”)

Expected semantic path:

• ”happy” → ”content” → ”neutral” → ”disappointed” → ”sad”

The code implements semantic path generation through vector space in-
terpolation.
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15.4 Semantic Memory Integration

15.4.1 Nearest Neighbor Search

Example: Finding Semantic Neighbors

Suppose we have semantic memory:

• {”text”: ”joyful”, ”embedding”: [0.8, 0.9]}

• {”text”: ”content”, ”embedding”: [0.6, 0.7]}

• {”text”: ”melancholy”, ”embedding”: [0.3, 0.2]}

For interpolated vector w = [0.7, 0.8]:

dist(w, ”joyful”) = 0.14

dist(w, ”content”) = 0.22

dist(w, ”melancholy”) = 0.78

Nearest neighbor: ”joyful” (smallest distance)

When semantic memory is available, the system finds the closest stored
pattern:

nearest = arg min
m∈M

cosine(w, ϕ(mtext)) (38)

where M is the semantic memory.
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15.4.2 Semantic Mutation

Example: Semantic Mutation Process

Inputs:

• Nearest text: ”content”

• Target text: ”sad”

• α = 0.6

Mutation process:

1. Analyze semantic features of ”content” and ”sad”

2. Blend features based on α

3. Generate: ”somewhat disappointed”

Why mutate? Direct interpolation might give unnatural results like
”hapd” or ”sappy”.

68



15.5 Fallback Strategy

15.5.1 Word-level Interpolation

Example: Word-based Fallback Interpolation

Input: start text = ”I love programming”, end text = ”She enjoys
coding”, steps = 3
At α = 0.5:

words start = [”I”, ”love”, ”programming”] (3 words)

words end = [”She”, ”enjoys”, ”coding”] (3 words)

num words = (1− 0.5)× 3 + 0.5× 3 = 3

result = ”I love coding”

At α = 0.25:

num words = 0.75× 3 + 0.25× 3 = 3

result = ”I love programming” (closer to start)

At α = 0.75:

num words = 0.25× 3 + 0.75× 3 = 3

result = ”She enjoys coding” (closer to end)

When no semantic memory is available, the fallback uses word-level in-
terpolation:

num words = (1− α) · |start words|+ α · |end words| (39)
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15.6 Mathematical Properties

15.6.1 Path Continuity

Example: Continuous Semantic Transitions

Interpolation from ”hot” to ”cold”:

α = 0.0 : ”hot”→ temperature: 1.0

α = 0.2 : ”warm”→ temperature: 0.8

α = 0.4 : ”tepid”→ temperature: 0.6

α = 0.6 : ”cool”→ temperature: 0.4

α = 0.8 : ”chilly”→ temperature: 0.2

α = 1.0 : ”cold”→ temperature: 0.0

The interpolation creates a smooth temperature gradient!

The interpolation path is continuous:

lim
α→β

wα = wβ (40)

15.6.2 Semantic Coherence

Example: Maintaining Semantic Plausibility

Good interpolation (semantically coherent):

• ”car” → ”vehicle” → ”transportation” → ”bus” → ”truck”

• All intermediate points represent valid concepts

Poor interpolation (semantically incoherent):

• ”apple” → ”afple” → ”epble” → ”orple” → ”orange”

• Intermediate points are nonsense words

Our approach ensures coherence by using nearest neighbors from
semantic memory.
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15.7 Applications and Use Cases

15.7.1 Content Generation

Example: Generating Content Variations

Marketing copy generation:

• Start: ”Our product is amazing”

• End: ”Buy now for limited time offer”

• Interpolation creates:

1. ”Our amazing product offers great value”

2. ”Don’t miss our special product offer”

3. ”Limited time offer on amazing product”

Story progression:

• Start: ”The hero begins their journey”

• End: ”The hero saves the kingdom”

• Interpolation creates intermediate plot points
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15.7.2 Data Augmentation

Example: Creating Training Data

For sentiment analysis:

• Start: ”I love this movie” (positive)

• End: ”I hate this movie” (negative)

• Interpolation creates:

1. ”I quite like this movie” (mild positive)

2. ”This movie is okay” (neutral)

3. ”I don’t care for this movie” (mild negative)

Benefits:

• Creates nuanced training examples

• Covers semantic spectrum between extremes

• Improves model robustness
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15.8 Implementation Considerations

15.8.1 Choice of Distance Metric

Example: Cosine vs Euclidean Distance

Cosine distance:

cosine(u,v) = 1− u · v
∥u∥∥v∥

Emphasizes angular similarity

Euclidean distance:

d(u,v) = ∥u− v∥
Emphasizes absolute position

For semantic similarity, cosine distance is preferred because it fo-
cuses on direction rather than magnitude.

73



15.8.2 Step Size Selection

Example: Choosing Appropriate Step Count

Too few steps (steps=2):

• ”king” → ”monarch” → ”queen”

• Large semantic jumps

• May miss interesting intermediates

Too many steps (steps=10):

• ”king” → ”royal figure” → ”monarch” → ”sovereign” → ... →
”queen”

• Very small semantic changes

• Computationally expensive

Reasonable steps (steps=5):

• Balanced granularity

• Computationally efficient

• Captures meaningful transitions
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15.9 Advanced Variations

15.9.1 Spherical Interpolation

Example: Spherical vs Linear Interpolation

Linear interpolation:

w = (1− α)u+ αv (41)

Spherical interpolation (slerp):

w =
sin((1− α)θ)

sin(θ)
u+

sin(αθ)

sin(θ)
v (42)

where θ = cos−1(u · v)
Comparison:

• Linear: Straight line in embedding space

• Spherical: Constant speed along great circle

• Spherical often produces more natural semantic transitions
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15.9.2 Multi-point Interpolation

Example: Complex Semantic Journeys

Multiple waypoints:

• Start: ”winter” → ”spring” → ”summer” → ”autumn” → End:
”winter”

• Creates seasonal cycle

Implementation:

def complex_interpolation(waypoints, steps_per_segment):

path = []

for i in range(len(waypoints)-1):

segment = interpolate_semantic_path(

waypoints[i], waypoints[i+1], steps_per_segment)

path.extend(segment)

return path
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15.10 Performance Characteristics

Example: Computational Complexity

For each interpolation step:

• 2 embedding lookups (cached)

• 1 vector interpolation: O(d)

• k cosine distance calculations: O(k · d)

• 1 nearest neighbor search: O(k)

• 1 semantic mutation: O(1)

Total complexity: O(steps · (d+ k · d))
With caching:

• Embeddings computed once per unique text

• Significant performance improvement for repeated texts
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15.11 Error Handling and Edge Cases

Example: Handling Special Cases

Empty semantic memory:

• Falls back to word-level interpolation

• Still produces meaningful results

Very similar texts:

• Start: ”excellent”, End: ”great”

• Interpolation produces near-identical texts

• System should detect and handle gracefully

Orthogonal concepts:

• Start: ”computer”, End: ”banana”

• Interpolation may produce nonsensical results

• Semantic memory helps find plausible intermediates
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16 Semantic Mutation Algorithm

16.1 Concept of Semantic Mutation

Example: Gradual Text Transformation

Source: ”I love programming”
Target: ”She enjoys coding”
Strength: 0.6
Possible mutations:

• ”I enjoys programming” (replaced ”love” with ”enjoys”)

• ”I love coding” (replaced ”programming” with ”coding”)

• ”She love programming” (replaced ”I” with ”She”)

• ”I love programming coding” (added ”coding” from target)

The mutation gradually transforms the source text toward the target
while maintaining some original structure.

Semantic mutation creates hybrid texts by selectively replacing words
from the source with words from the target, controlled by a strength param-
eter that determines how aggressive the transformation should be.
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16.2 Mathematical Foundation

16.2.1 Probability Model

Example: Probability Calculations

For strength = 0.4:

• Each source word has 40% chance of being replaced

• There’s 40% chance of adding extra target words

• Expected number of changes: 0.4× word count

For ”I love programming” (3 words):

P (no changes) = (1− 0.4)3 = 0.216

P (1 change) = 3× 0.4× (1− 0.4)2 = 0.432

P (2 changes) = 3× 0.42 × (1− 0.4) = 0.288

P (3 changes) = 0.43 = 0.064

Most likely outcome: 1 word changed!

The mutation follows a probabilistic model where each word replacement
happens with probability p = strength:

P (replace wordi) = strength for i = 1, 2, . . . ,min(|S|, |T |) (43)

where |S| and |T | are the lengths of source and target texts.
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16.3 Algorithm Step-by-Step

16.3.1 Word-by-Word Replacement

Example: Sequential Word Processing

Input:

source = ”The cat sleeps”→ [”The”, ”cat”, ”sleeps”]

target = ”A dog runs”→ [”A”, ”dog”, ”runs”]

strength = 0.5

Processing:

1. Word 1: random() = 0.3 ¡ 0.5 → replace ”The” with ”A”

2. Word 2: random() = 0.7 0.5 → keep ”cat”

3. Word 3: random() = 0.4 ¡ 0.5 → replace ”sleeps” with ”runs”

Result: ”A cat runs” (2 out of 3 words changed)

The core loop processes each position where both source and target have
words:
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Algorithm 2 Semantic Mutation Algorithm

1: function SemanticMutation(source, target, strength)
2: S ← split(source)
3: T ← split(target)
4: result← [ ]
5: for i← 1 to |S| do
6: if random() < strength and i ≤ |T | then
7: result.append(T [i])
8: else
9: result.append(S[i])

10: end if
11: end for
12: if random() < strength and |T | > |S| then
13: result.extend(T [|S|+ 1 : |T |])
14: end if
15: return join(result)
16: end function
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16.4 Strength Parameter Interpretation

Example: Strength as Transformation Aggressiveness

Low strength (0.1-0.3):

• ”I love programming” → ”I love programming” (no change)

• ”I love programming” → ”She love programming” (small change)

• Conservative, preserves most source content

Medium strength (0.4-0.6):

• ”I love programming” → ”She enjoys programming”

• ”I love programming” → ”I love coding”

• Balanced transformation

High strength (0.7-0.9):

• ”I love programming” → ”She enjoys coding”

• ”I love programming” → ”She enjoys coding passionately” (with
extension)

• Aggressive,target

The strength parameter controls mutation intensity:

Expected changes = strength×min(|S|, |T |) + strength×max(0, |T | − |S|)
(44)
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16.5 Word Position Alignment

Example: Position-Based Replacement

Source: ”The quick brown fox jumps”
Target: ”A fast black cat runs quickly”

Position alignment:

Position 1 2 3 4

Source The quick brown fox
Target A fast black cat

Mutation at strength=0.5:

• Position 1: ”The” ”A”

• Position 2: ”quick” ”fast”

• Position 3: ”brown” ”black”

• Position 4: ”fox” ”cat”

Words are replaced based on their positional correspondence, not se-
mantic similarity!
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16.6 Text Length Handling

Example: Handling Different Length Texts

Case 1: Source longer than target
Source: ”I really love programming” (4 words)
Target: ”She codes” (2 words)
Strength: 0.6
Possible results:

• ”I really love programming” (no changes)

• ”She really love programming” (first word replaced)

• ”I codes love programming” (second word replaced)

• Never: ”She codes love programming” (both target words used)

Case 2: Source shorter than target
Source: ”Hello world” (2 words)
Target: ”Greetings to the entire world” (5 words)
Strength: 0.7
Possible results:

• ”Hello world” (no changes, no extension)

• ”Greetings world” (first word replaced)

• ”Hello to” (second word replaced)

• ”Greetings to the entire world” (replacement + extension)
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16.7 Probabilistic Extension

Example: Text Extension Mechanism

Source: ”Good morning”
Target: ”Wonderful day to you my friend”
Strength: 0.8
Extension decision:

• With 80% probability: add remaining target words

• Remaining words: [”to”, ”you”, ”my”, ”friend”]

• Possible results:

– ”Good morning” (extension not triggered)

– ”Good morning to you my friend” (extension triggered)

– ”Wonderful morning” + possible extension

– ”Good day” + possible extension

Why probabilistic extension?

• Avoids always making longer texts

• Creates variety in output length

• More natural-looking mutations

The extension probability ensures that longer targets don’t always dom-
inate:

P (extension) = strength× I(|T | > |S|) (45)

where I is the indicator function.
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16.8 Semantic Coherence Considerations

Example: Grammatical and Semantic Issues

Potential problems:

• Agreement errors: ”She enjoy programming” (singular/plural
mismatch)

• Semantic nonsense: ”The blue ideas sleep furiously” (Chom-
sky’s famous example)

• Structural incompatibility: ”I programming love” (word or-
der issues)

Why it works despite issues:

• Used in controlled contexts (semantic interpolation)

• Strength parameter limits radical changes

• Human curation often needed for final selection

• The ”nonsense” can be creatively useful!

Creative applications:

• Poetry generation: ”The silent thunder whispers loudly”

• Idea inspiration: ”Quantum love equations”

• Brainstorming: ”Democratic algorithms for happiness”
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16.9 Implementation Details

16.9.1 Random Number Generation

Example: Random Decision Making

For each position:

if random.random() < strength: # Returns float in [0, 1)

use_target_word()

else:

use_source_word()

Probability distribution:

• random.random() ∼ U(0, 1) (uniform distribution)

• P (replace) = strength

• P (keep) = 1− strength

Example with strength=0.3:

• If random() = 0.25 → replace (0.25 ¡ 0.3)

• If random() = 0.45 → keep (0.45 0.3)

• If random() = 0.15 → replace (0.15 ¡ 0.3)
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16.9.2 Boundary Conditions

Example: Handling Edge Cases

Empty texts:

• Source: ”” → always use target (if extension triggered)

• Target: ”” → never replace, never extend

Strength extremes:

• Strength = 0.0 → always source text

• Strength = 1.0 → always target text (if same length or with
extension)

Single word texts:

• Source: ”hello”, Target: ”goodbye”, Strength: 0.5

• 50% chance: ”hello”

• 50% chance: ”goodbye”

Very long texts:

• Computational complexity: O(min(|S|, |T |))

• Memory efficient: processes streams

• Practical for most real-world texts
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16.10 Applications in Creative Writing

Example: Creative Text Generation

Style blending:

• Source: ”The sun sets behind mountains” (descriptive)

• Target: ”It got dark quickly” (concise)

• Mutation: ”The sun got behind mountains”

Genre mixing:

• Source: ”Once upon a time in a kingdom far away” (fantasy)

• Target: ”The data suggests significant correlation” (academic)

• Mutation: ”Once upon a time the data suggests”

Tone adjustment:

• Source: ”This product is amazing and wonderful” (enthusiastic)

• Target: ”The item functions adequately” (neutral)

• Mutation: ”This product functions wonderfully”
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16.11 Comparison with Other Mutation Strategies

Example: Alternative Approaches

Character-level mutation:

• ”hello” → ”hallo”, ”helli”, ”helio”

• More granular but less semantic

Semantic-aware replacement:

• Replace with synonyms rather than positional matches

• ”happy” → ”joyful”, ”content”, ”pleased”

• More coherent but computationally expensive

Our approach benefits:

• Simple and fast

• Preserves sentence structure

• Easy to control via strength parameter

• Works well for interpolation tasks
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16.12 Performance Characteristics

Example: Computational Efficiency

Time complexity:

• Splitting: O(|S|+ |T |)

• Main loop: O(min(|S|, |T |))

• Extension: O(max(0, |T | − |S|))

• Total: O(|S|+ |T |)

Space complexity:

• Word lists: O(|S|+ |T |)

• Result list: O(max(|S|, |T |))

• Very memory efficient

For typical texts:

• Average English sentence: 15-20 words

• Processing time: ¡ 1ms

• Suitable for real-time applications
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16.13 Parameter Tuning Guidelines

Example: Choosing Appropriate Strength Values

For subtle variations:

• Strength: 0.1-0.3

• Use case: generating similar alternatives

• Example: ”I like pizza” → ”I enjoy pizza”, ”I like food”

For moderate transformation:

• Strength: 0.4-0.6

• Use case: style adaptation

• Example: ”It’s raining” → ”The weather is rainy”, ”Precipita-
tion occurs”

For radical changes:

• Strength: 0.7-0.9

• Use case: creative inspiration

• Example: ”The cat sleeps” → ”A feline creature rests peacefully”

Context-dependent tuning:

optimal strength =


0.2 for conservative applications

0.5 for balanced transformation

0.8 for creative exploration

(46)
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17 Success Score Calculation

17.1 The Scoring Mechanism

Example: Score Calculation Process

Attack: ”Your account needs verification”
Target system: Email spam filter
Scoring process:

1. Send attack to target system

2. Observe system response

3. Measure effectiveness metrics

4. Convert to normalized score [0, 1]

Example metrics:

• Spam filter bypass: Yes/No

• User click-through rate: 15%

• Response time: 2.3 seconds

• Conversion rate: 3%

Normalized score: 0.3 (moderately effective)

The success score s ∈ [0, 1] represents how effective an attack text is
against a target system, where:

• s = 0.0: Complete failure (immediately detected/blocked)

• s = 0.5: Moderate success (partially effective)

• s = 1.0: Perfect success (completely undetected + high engagement)
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17.2 Scoring Metrics and Normalization

Example: Multiple Scoring Factors

For phishing email ”Your account needs verification”:
Detection avoidance (40% weight):

• Spam filter score: 0.8 (low spam probability)

• Content analysis: 0.6 (moderately suspicious)

• Subscore: 0.4× (0.8 + 0.6)/2 = 0.28

User engagement (40% weight):

• Open rate: 25% → 0.25

• Click rate: 10% → 0.10

• Response rate: 5% → 0.05

• Subscore: 0.4× (0.25 + 0.10 + 0.05)/3 = 0.053

Technical success (20% weight):

• Delivery rate: 90% → 0.90

• Render success: 95% → 0.95

• Subscore: 0.2× (0.90 + 0.95)/2 = 0.185

Final score: 0.28 + 0.053 + 0.185 = 0.518 → Normalized: 0.52

The score is typically computed as a weighted combination:

s =
n∑

i=1

wi · fi(attack, target) (47)

where wi are weights and fi are scoring functions.
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17.3 Common Scoring Functions

17.3.1 Detection Avoidance

Example: Anti-Detection Scoring

Security system metrics:

fspam(email) = 1− spam probability(email)

fmalware(content) = 1−malware score(content)

fsuspicious(text) = 1− suspicion level(text)

For ”Your account needs verification”:

• Spam probability: 0.7 → 1− 0.7 = 0.3

• Malware score: 0.1 → 1− 0.1 = 0.9

• Suspicion level: 0.6 → 1− 0.6 = 0.4

• Average: (0.3 + 0.9 + 0.4)/3 = 0.53

Higher scores mean better evasion of detection systems.
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17.3.2 User Engagement

Example: User Response Metrics

Engagement metrics:

fopen(email) =
open rate

100

fclick(message) =
click rate

100

fresponse(content) =
response rate

100

For ”Your account needs verification”:

• Open rate: 25% → 0.25

• Click rate: 10% → 0.10

• Response rate: 5% → 0.05

• Average: (0.25 + 0.10 + 0.05)/3 = 0.133

Higher scores indicate better user engagement with the attack.
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17.3.3 Technical Delivery

Example: Technical Success Factors

Delivery metrics:

fdelivery(message) =
delivered

sent
frender(content) = I(renders correctly)

fload(payload) = 1− load time

threshold

For ”Your account needs verification”:

• Delivery rate: 90% → 0.90

• Render success: Yes → 1.0

• Load time: 2.3s (threshold: 5s) → 1− 2.3/5 = 0.54

• Average: (0.90 + 1.0 + 0.54)/3 = 0.813

Higher scores mean better technical execution.
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17.4 Normalization and Thresholding

Example: Score Normalization Process

Raw metrics:

Spam score = 0.3

Click rate = 0.1

Delivery rate = 0.9

Weighted combination:

Raw score = 0.4× 0.3 + 0.4× 0.1 + 0.2× 0.9

= 0.12 + 0.04 + 0.18 = 0.34

Normalization:

• Minimum expected score: 0.1 (completely failed)

• Maximum expected score: 0.8 (highly successful)

• Normalized: 0.34−0.1
0.8−0.1

= 0.24
0.7
≈ 0.34

Final score: 0.34 (rounded to 0.3 for simplicity)

Scores are often normalized to a standard range:

snormalized =
sraw − smin

smax − smin

(48)
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17.5 Context-Dependent Scoring

Example: Target-Specific Scoring

Different targets, different scores:
Target: Corporate email system:

• ”Your account needs verification” → Score: 0.3

• Reason: Employees trained to spot generic phishing

Target: General public email:

• ”Your account needs verification” → Score: 0.6

• Reason: Less sophisticated users

Target: Specific organization:

• ”Your [CompanyName] account needs verification” → Score: 0.8

• Reason: Targeted and personalized

The same attack text gets different scores against different
targets!
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17.6 Real-World Scoring Examples

Example: Actual Attack Scoring Breakdown

Attack: ”Your Amazon account needs verification”
Scoring breakdown:

Metric Raw Value Normalized Weight

Spam Detection 30% probability 0.70 0.3
Virus Detection Clean 1.00 0.2
Open Rate 35% 0.35 0.2
Click Rate 15% 0.15 0.2
Response Rate 8% 0.08 0.1

Calculation:

s = 0.3× 0.70 + 0.2× 1.00 + 0.2× 0.35 + 0.2× 0.15 + 0.1× 0.08

= 0.21 + 0.20 + 0.07 + 0.03 + 0.008 = 0.518

Final score: 0.52 → Moderately successful
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17.7 Score Interpretation

Example: What Scores Actually Mean

Score 0.0-0.2: Complete failure

• Immediately detected by filters

• Users recognize as suspicious

• Technical delivery failures

• Example: ”CLICK HERE FOR FREE MONEY!!!”

Score 0.3-0.5: Partially effective

• Gets past some filters

• Some user engagement

• Room for improvement

• Example: ”Your account needs verification” (0.3)

Score 0.6-0.8: Quite effective

• Evades most detection

• Good user engagement

• Reliable delivery

• Example: ”Security alert: unusual login attempt” (0.7)

Score 0.9-1.0: Highly effective

• Bypasses all detection

• High user trust and engagement

• Perfect technical execution

• Example: Personalized spear-phishing (0.9+)
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17.8 Scoring System Implementation

Example: Python Scoring Implementation

def calculate_success_score(attack_text, target_system):

# 1. Detection avoidance (40%)

spam_score = 1 - spam_filter.probability(attack_text)

malware_score = 1 - antivirus.scan(attack_text)

detection_score = 0.4 * (spam_score + malware_score) / 2

# 2. User engagement (40%)

open_rate = user_study.get_open_rate(attack_text) / 100

click_rate = user_study.get_click_rate(attack_text) / 100

engagement_score = 0.4 * (open_rate + click_rate) / 2

# 3. Technical delivery (20%)

delivery_rate = email_system.get_delivery_rate(attack_text)

technical_score = 0.2 * delivery_rate

raw_score = detection_score + engagement_score + technical_score

# Normalize to [0, 1] range

normalized_score = max(0, min(1, raw_score))

return round(normalized_score, 1) # Round to 1 decimal

Usage:

score = calculate_success_score(

"Your account needs verification",

"corporate_email"

) # Returns: 0.3
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17.9 Factors Affecting Low Scores (0.3)

Example: Why ”Your account needs verification” Scores 0.3

Detection factors:

• Generic phrasing triggers spam filters

• Lack of personalization increases suspicion

• Common phishing pattern easily recognized

Engagement factors:

• Users see similar messages frequently

• No urgency or compelling call-to-action

• Generic sender address reduces trust

Technical factors:

• May be flagged by reputation systems

• Limited targeting precision

• Basic technical implementation

Improvement opportunities:

• Add personalization: ”Your [Bank] account...”

• Increase urgency: ”URGENT: Account suspension pending”

• Improve targeting: Specific recipient research
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17.10 Score Evolution Over Time

Example: Score Degradation Due to Detection

Initial deployment:

• Day 1: ”Your account needs verification” → Score: 0.6

• Reason: New pattern, not in detection databases

After widespread use:

• Week 2: Same attack → Score: 0.4

• Reason: Added to spam filter patterns

After security updates:

• Month 3: Same attack → Score: 0.3

• Reason: Well-known pattern, user education

The same attack becomes less effective over time as defenses
adapt!
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17.11 Benchmarking and Calibration

Example: Score Calibration Process

Calibration attacks:

• Baseline poor: ”FREE MONEY CLICK NOW!!!” → Score:
0.1

• Average: ”Your account needs verification” → Score: 0.3

• Good: ”Security alert for your account” → Score: 0.6

• Excellent: Personalized spear-phishing → Score: 0.9

Calibration ensures:

• Scores are consistent across different test runs

• 0.5 always means ”moderately effective”

• Scores reflect real-world effectiveness

• Fair comparison between different attack strategies

Without calibration, scores would be meaningless arbitrary num-
bers!
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17.12 Uncertainty and Confidence Intervals

Example: Score Reliability

For score 0.3:

• High confidence: Based on 1000 test emails

• Medium confidence: Based on 100 test emails

• Low confidence: Based on 10 test emails

Confidence intervals:

Score = 0.3± 0.05 (high confidence)

Score = 0.3± 0.15 (medium confidence)

Score = 0.3± 0.25 (low confidence)

The score 0.3 might actually be between 0.25-0.35 with high
confidence!

The success score represents a complex evaluation of multiple factors that
determine an attack’s effectiveness, with 0.3 indicating a partially successful
but suboptimal attack that has room for improvement through semantic
mutation and trajectory optimization.

107



18 Semantic Trajectory Tracking

18.1 Concept of Attack Evolution Tracking

Example: Tracking Adversarial Attack Progress

Scenario: Testing different phishing email variations
Attacks:

• ”Your account needs verification” → Score: 0.3

• ”Urgent: Verify your account now” → Score: 0.6

• ”Security alert: Confirm your identity” → Score: 0.8

• ”Immediate action required on your account” → Score: 0.9

Trajectory records:

• The sequence of attempted attacks

• Their semantic embeddings in vector space

• Success scores indicating effectiveness

• Temporal evolution pattern

Semantic trajectory tracking monitors the evolution of attack strategies
over time, capturing both the textual content and their effectiveness in a
structured format for analysis and learning.
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18.2 Data Structure Design

Example: Trajectory Record Structure

Single trajectory record:

{

’attacks’: [

"Your account needs verification",

"Urgent: Verify your account now",

"Security alert: Confirm your identity"

],

’embeddings’: [

[0.1, 0.8, 0.3, ...], # 768D embedding

[0.2, 0.9, 0.4, ...],

[0.3, 0.7, 0.6, ...]

],

’scores’: [0.3, 0.6, 0.8],

’timestamp’: "2024-01-15 14:30:25"

}

Multiple trajectories form a history of attack evolution patterns.

Each trajectory record contains:

trajectory =


attacks = [a1, a2, . . . , an]

embeddings = [ϕ(a1), ϕ(a2), . . . , ϕ(an)]

scores = [s1, s2, . . . , sn]

timestamp = tcurrent

(49)
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18.3 Trajectory History Accumulation

Example: Building Attack History

Initial state: trajectory history = []
After first session:

trajectory_history = [

{

’attacks’: ["Attack A", "Attack B"],

’embeddings’: [embA, embB],

’scores’: [0.4, 0.7],

’timestamp’: "2024-01-15 10:00:00"

}

]

After second session:

trajectory_history = [

{ ... session 1 ... },

{

’attacks’: ["Attack C", "Attack D", "Attack E"],

’embeddings’: [embC, embD, embE],

’scores’: [0.6, 0.8, 0.9],

’timestamp’: "2024-01-15 11:30:00"

}

]

The history grows with each attack session, creating a temporal se-
quence.

The trajectory history forms a time series of attack strategies:

H = [T1, T2, . . . , Tm] (50)

where each Ti represents one attack session.
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18.4 Semantic Memory Building

Example: Learning from Successful Attacks

Success threshold: score ¿ 0.5
Processing attacks:

• ”Your account needs verification” (score=0.3) → Ignore

• ”Urgent: Verify your account now” (score=0.6) → Add to mem-
ory

• ”Security alert: Confirm your identity” (score=0.8) → Add to
memory

• ”Immediate action required” (score=0.9) → Add to memory

Resulting semantic memory:

semantic_memory = [

{

’text’: "Urgent: Verify your account now",

’score’: 0.6,

’embedding’: [0.2, 0.9, 0.4, ...]

},

{

’text’: "Security alert: Confirm your identity",

’score’: 0.8,

’embedding’: [0.3, 0.7, 0.6, ...]

},

...

]

The system learns from successful attacks by adding them to semantic
memory:

M ←M ∪ {(a, s, ϕ(a)) | s > θ} (51)

where θ = 0.5 is the success threshold.
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18.5 Mathematical Analysis of Trajectories

18.5.1 Success Rate Calculation

Example: Calculating Session Success Metrics

For a trajectory with scores: [0.3, 0.6, 0.8, 0.9]

Success rate =
successful attacks

total attacks

=
3

4
= 0.75 = 75%

Score statistics:

Average score =
0.3 + 0.6 + 0.8 + 0.9

4
= 0.65

Maximum score = 0.9

Minimum score = 0.3

Score improvement = 0.9− 0.3 = 0.6

These metrics help evaluate attack strategy effectiveness.

For each trajectory, we can compute:

Success rate =
|{si | si > θ}|

n
(52)

Average score =
1

n

n∑
i=1

si (53)

Score progression = sn − s1 (54)
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18.5.2 Semantic Distance Analysis

Example: Analyzing Semantic Movement

Trajectory embeddings:

e1 = ϕ(”Account verification needed”)

e2 = ϕ(”Urgent account verification”)

e3 = ϕ(”Security alert: verify now”)

e4 = ϕ(”Immediate action required”)

Semantic distances:

d(e1, e2) = 0.15 (small step)

d(e2, e3) = 0.25 (medium step)

d(e3, e4) = 0.35 (large step)

d(e1, e4) = 0.60 (total movement)

The trajectory shows increasing semantic exploration!

We can analyze the semantic path:

Step distancei = ∥ei+1 − ei∥ (55)

Total path length =
n−1∑
i=1

∥ei+1 − ei∥ (56)

Net displacement = ∥en − e1∥ (57)
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18.6 Applications of Trajectory Analysis

18.6.1 Strategy Optimization

Example: Learning Effective Patterns

Analyzing multiple trajectories:

• Trajectory 1: Financial urgency theme → High scores

• Trajectory 2: Technical error theme → Medium scores

• Trajectory 3: Social engineering theme → Low scores

Insight: Financial urgency works best!
Strategic adaptation:

• Focus mutation on financial urgency patterns

• Use high-scoring attacks as templates

• Avoid low-performing semantic regions
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18.6.2 Anomaly Detection

Example: Identifying Unusual Patterns

Normal trajectory:

• Gradual score improvement: 0.3 → 0.5 → 0.7 → 0.8

• Small semantic steps

• Consistent theme progression

Anomalous trajectory:

• Erratic scores: 0.8 → 0.2 → 0.9 → 0.1

• Large semantic jumps

• Inconsistent themes

Response: Investigate anomalous patterns for new insights or errors.
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18.7 Memory Management Considerations

Example: Preventing Memory Bloat

Potential issues:

• Memory grows indefinitely with each successful attack

• Storage and computation costs increase

• Older patterns may become obsolete

Solutions:

• Score-based pruning: Remove low-scoring entries (s < 0.7)

• Recency weighting: Prefer recent successful attacks

• Semantic deduplication: Remove near-duplicate embeddings

• Size limits: Keep only top-N highest scoring attacks

Example pruning:

Before : 100 attacks in memory

After : 25 high-quality attacks

Reduction : 75% memory usage

Memory management strategies:

Pruning condition = {m ∈M | mscore < θprune} (58)

Deduplication = {m ∈M | min
m′∈M

cos(m,m′) > θdup} (59)
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18.8 Performance Characteristics

Example: Computational Costs

For each trajectory with n attacks:

• n embedding computations: O(n · d)

• n memory insertions: O(n)

• History storage: O(m · n) for m trajectories

Memory usage:

• Each embedding: d× 4 bytes (float32)

• Typical: 768× 4 = 3072 bytes per embedding

• 1000 attacks: ≈ 3 MB embedding storage

• Text storage: ≈ 50 bytes per attack ×1000 = 50 KB

Scalability: Handles thousands of attacks efficiently.
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18.9 Temporal Analysis

Example: Time-Based Pattern Discovery

Analyzing trajectory timestamps:

• Morning sessions: Higher success rates (targets more vulnera-
ble)

• Weekend attacks: Different effective strategies

• Seasonal patterns: Holiday-themed attacks work better in De-
cember

Usage patterns:

• Most active attack times: 9:00-11:00 AM

• Highest success rates: Friday afternoons

• Strategy evolution over weeks/months

Strategic adaptation: Schedule attacks during optimal times!

Temporal analysis reveals:

Time-based success = f(hour, day, season) (60)

Strategy evolution = g(timestamp) (61)

Learning curve = h(cumulative experience) (62)

118



18.10 Visualization and Interpretation

Example: Trajectory Visualization

2D projection of embeddings:

• Use PCA/t-SNE to project 768D → 2D

• Plot attack sequence as connected points

• Color points by success score

• Arrow direction shows progression

Interpretation:

• Clusters show effective semantic regions

• Path direction indicates strategy exploration

• Dense regions: Thoroughly explored areas

• Sparse regions: Unexplored opportunities

Strategic insights:

• ”Move toward the high-score cluster in the northeast”

• ”Avoid the low-score region in the southwest”

• ”Explore the uncharted area in the center”
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18.11 Integration with Other Components

Example: System-Wide Coordination

With semantic mutation:

• Use high-scoring memory entries as mutation sources

• Avoid low-scoring semantic regions

• Guide interpolation toward successful areas

With interpolation:

• Use trajectory analysis to choose optimal step sizes

• Learn which semantic directions are productive

• Avoid unproductive exploration paths

With caching:

• Embeddings for successful attacks are cached

• Repeated analysis uses cached computations

• Improves trajectory analysis performance

Holistic system: All components work together for continuous im-
provement!

The integration creates a self-improving system:

Trajectory tracking→ Memory building→ Better mutations→ Improved trajectories
(63)
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18.12 Security and Ethical Considerations

Example: Responsible Usage

Potential misuse:

• Tracking successful social engineering attacks

• Building databases of effective phishing strategies

• Automating malicious content generation

Mitigation strategies:

• Access controls on trajectory data

• Audit logging of all tracking activities

• Ethical usage guidelines

• Regular security reviews

Positive applications:

• Cybersecurity defense training

• Content moderation system testing

• AI safety research

• Adversarial robustness evaluation

Important: This technology should be used responsibly and ethically!
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19 Semantic Gradient Optimization

19.1 Concept of Semantic Gradients

Example: Finding Improvement Directions

Current attack: ”Verify your account” (score: 0.4)
Semantic memory:

• ”Urgent security update needed” (score: 0.8, distance: 0.3)

• ”Account suspension pending” (score: 0.7, distance: 0.5)

• ”Immediate action required” (score: 0.9, distance: 0.7)

Gradient calculation:

Direction 1 : ”Urgent security update needed”→ Magnitude: 0.8/0.3 = 2.67

Direction 2 : ”Account suspension pending”→ Magnitude: 0.7/0.5 = 1.40

Direction 3 : ”Immediate action required”→ Magnitude: 0.9/0.7 = 1.29

Best direction: Toward ”Urgent security update needed” (highest
gradient)!

Semantic gradient computation finds directions in the embedding space
that lead to more successful attacks by analyzing the relationship between
current position and high-scoring examples in semantic memory.
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19.2 Mathematical Foundation

19.2.1 Gradient Definition

Example: Gradient Vector Calculation

Current embedding: c = ϕ(”Verify account”)
Target embedding: t = ϕ(”Urgent security update”)

Gradient direction:

gdirection = t− c

= [0.2,−0.1, 0.3, . . . ] (768D vector)

This vector points from current position toward the successful
attack!

The gradient direction vector is defined as:

gdirection = t− c (64)

where c is the current embedding and t is the target embedding from
semantic memory.
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19.2.2 Gradient Magnitude

Example: Gradient Strength Calculation

Parameters:

Target score = 0.8

Semantic distance = 0.3

ϵ = 10−6 (small constant to prevent division by zero)

Gradient magnitude:

magnitude =
score

distance + ϵ

=
0.8

0.3 + 0.000001
≈ 2.667

Interpretation: High score + small distance = strong pull toward
that target!

The gradient magnitude combines success score and semantic distance:

magnitude =
starget

d(c, t) + ϵ
(65)

where ϵ is a small constant for numerical stability.
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19.3 Neighborhood Exploration

19.3.1 Gaussian Noise Sampling

Example: Exploring Local Neighborhood

Current embedding: c = [0.5, 0.3, 0.7, . . . ]
Noise parameters: µ = 0, σ = 0.1

Sample noise vectors:

n1 = [0.08,−0.12, 0.05, . . . ]
n2 = [−0.05, 0.09,−0.11, . . . ]
n3 = [0.11, 0.03,−0.07, . . . ]

Neighbor embeddings:

c+ n1 = [0.58, 0.18, 0.75, . . . ]

c+ n2 = [0.45, 0.39, 0.59, . . . ]

c+ n3 = [0.61, 0.33, 0.63, . . . ]

Each neighbor explores a different direction from the current point!

The algorithm explores the local neighborhood by adding Gaussian noise:

n ∼ N (0, σ2I), cneighbor = c+ n (66)

where σ = 0.1 controls the exploration radius.
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19.4 Algorithm Step-by-Step

19.4.1 Neighborhood Sampling Loop

Example: Complete Gradient Computation Process

For neighborhood size = 3:
Iteration 1:

• Sample noise: [0.08,−0.12, 0.05, . . . ]

• Find closest memory: ”Urgent security update” (dist: 0.3, score:
0.8)

• Gradient: magnitude = 0.8/0.3 = 2.67

Iteration 2:

• Sample noise: [−0.05, 0.09,−0.11, . . . ]

• Find closest memory: ”Account suspension” (dist: 0.5, score:
0.7)

• Gradient: magnitude = 0.7/0.5 = 1.40

Iteration 3:

• Sample noise: [0.11, 0.03,−0.07, . . . ]

• Find closest memory: ”Urgent security update” (dist: 0.4, score:
0.8)

• Gradient: magnitude = 0.8/0.4 = 2.00

Final gradients:

”Urgent security update” = max(2.67, 2.00) = 2.67

”Account suspension” = 1.40

The algorithm processes multiple neighborhood points:
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Algorithm 3 Semantic Gradient Computation

1: function FindSemanticGradients(current attack, neighbor-
hood size)

2: c← ϕ(current attack)
3: gradients← {}
4: for i← 1 to neighborhood size do
5: n ∼ N (0, σ2I)
6: cneighbor ← c+ n
7: if semantic memory ̸= ∅ then
8: distances← [(cos(cneighbor,m),m) for m ∈M ]
9: sort(distances)

10: if distances ̸= ∅ then
11: d,m← distances[0]
12: gdir ←memb − c
13: gmag ←mscore/(d+ ϵ)
14: gradients[mtext]← max(gradients.get(mtext, 0), gmag)
15: end if
16: end if
17: end for
18: return gradients
19: end function

127



19.5 Gradient Interpretation

19.5.1 Magnitude as Improvement Potential

Example: What Gradient Magnitudes Mean

High magnitude (2.0+):

• High-scoring target very close to current position

• Easy and significant improvement possible

• Example: 0.8 score at distance 0.3 → magnitude 2.67

Medium magnitude (0.5-2.0):

• Good improvement potential with moderate effort

• Example: 0.7 score at distance 0.5 → magnitude 1.40

Low magnitude (0.0-0.5):

• Either low scores or very distant targets

• Poor improvement potential

• Example: 0.4 score at distance 1.0 → magnitude 0.40

Zero magnitude: No successful attacks found in neighborhood!

The gradient magnitude represents improvement potential:

Potential ∝ Success

Effort
(67)

where effort is approximated by semantic distance.
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19.5.2 Direction as Semantic Shift

Example: Interpreting Gradient Directions

From ”Verify your account” to ”Urgent security update”:

• Semantic shift: Neutral → Urgent tone

• Added elements: Time pressure, security framing

• Removed elements: Generic verification language

From ”Verify your account” to ”Account suspension pend-
ing”:

• Semantic shift: Routine → Threat of consequence

• Added elements: Negative outcome, time limit

• Removed elements: Neutral procedural language

Each gradient direction represents a specific semantic trans-
formation strategy!
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19.6 Parameter Tuning

19.6.1 Neighborhood Size

Example: Choosing Exploration Scope

Small neighborhood (5-10 samples):

• Fast computation

• May miss important directions

• Good for quick optimization

Medium neighborhood (10-20 samples):

• Balanced exploration vs computation

• Likely to find good directions

• Recommended default

Large neighborhood (20-50 samples):

• Thorough exploration

• Computationally expensive

• For final optimization phase

Trade-off : More samples → better coverage but slower computation.
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19.6.2 Noise Standard Deviation

Example: Setting Exploration Radius

Small σ (0.05):

• Local, fine-grained exploration

• Finds subtle improvements

• May get stuck in local optima

Medium σ (0.1):

• Balanced local/global search

• Default recommended value

• Good trade-off

Large σ (0.2):

• Global, coarse exploration

• Finds major strategy shifts

• May overlook subtle improvements

Adaptive σ: Start large, decrease over optimization iterations!
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19.7 Applications in Attack Optimization

19.7.1 Gradient-Based Mutation

Example: Using Gradients to Guide Mutations

Strongest gradient: ”Urgent security update” (magnitude: 2.67)

Mutation strategy:

1. Start with current attack: ”Verify your account”

2. Apply semantic shift toward gradient direction

3. Generate: ”Urgent: Verify your account security”

4. Test new attack and update scores

Alternative approach:

• Interpolate between current and target: c+ 0.3 · gdirection

• Generate hybrid attacks blending both strategies

• Select best performing variant
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19.7.2 Multi-Objective Optimization

Example: Balancing Multiple Gradients

Multiple strong gradients:

• Direction 1: ”Urgent security” (magnitude: 2.67) → Urgency

• Direction 2: ”Personal notification” (magnitude: 2.10) → Per-
sonalization

• Direction 3: ”Official communication” (magnitude: 1.80) → Au-
thority

Combined strategy:

• Blend all three directions: c+ 0.4g1 + 0.3g2 + 0.3g3

• Generate: ”Urgent official security notification for your account”

• Benefit from multiple successful strategies simultaneously!
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19.8 Mathematical Properties

19.8.1 Convergence Analysis

Example: Gradient Optimization Convergence

Well-behaved semantic space:

• Gradients point toward higher scores

• Following gradients improves performance

• Eventually converges to local optimum

Potential issues:

• Local optima: Gradients point to nearby good points, not
global best

• Plateaus: Flat regions with no clear gradient direction

• Cliffs: Sudden score drops in certain directions

Robustness techniques:

• Multiple restarts from different points

• Adaptive step sizes

• Ensemble of gradient directions
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19.8.2 Gradient Quality Metrics

Example: Evaluating Gradient Reliability

Gradient consistency:

• High: Same direction found from multiple noise samples

• Medium: Similar directions with variations

• Low: Completely different directions each time

Gradient strength distribution:

• Concentrated: One very strong gradient dominates

• Distributed: Multiple medium-strength gradients

• Weak: All gradients have low magnitudes

Confidence in optimization:

High confidence : Strong, consistent gradients

Medium confidence : Moderate, somewhat consistent

Low confidence : Weak, inconsistent gradients
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19.9 Implementation Considerations

19.9.1 Computational Efficiency

Example: Performance Optimization

For neighborhood size = 10, memory size = 100:

• 10 noise samples generated

• 10 × 100 = 1000 cosine distance calculations

• Each distance: O(d) where d = 768

• Total: 10× 100× 768 ≈ 768, 000 operations

• Modern hardware: 10ms computation time

Optimization strategies:

• Caching: Precompute memory embeddings

• Approximation: Use subset of memory for distant points

• Parallelization: Process noise samples concurrently

• Early stopping: Stop if strong gradient found quickly
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19.9.2 Numerical Stability

Example: Preventing Numerical Issues

Division by zero prevention:

gradient_magnitude = closest_mem[’score’] / (closest_dist + 1e-6)

Why 1e-6?:

• Prevents infinite magnitudes when distance 0

• Negligible effect on normal calculations

• Standard practice in numerical computing

Other stability measures:

• Clip extremely large magnitudes

• Handle NaN/Inf results

• Normalize gradient directions
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19.10 Integration with Overall System

Example: End-to-End Optimization Loop

Complete attack optimization:

1. Generate initial attack variants

2. Test and score each attack

3. Track successful attacks in semantic memory

4. Compute semantic gradients from current best

5. Mutate following strongest gradient directions

6. Repeat until satisfactory performance achieved

Feedback loop:

Memory→ Gradients→ Mutation→ Testing→ Memory (68)

Continuous improvement: Each iteration makes attacks more ef-
fective!
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19.11 Limitations and Extensions

Example: Advanced Gradient Techniques

Limitations of basic approach:

• Assumes linear relationships in semantic space

• May miss complex, non-linear improvements

• Depends heavily on quality of semantic memory

Advanced extensions:

• Second-order gradients: Consider curvature of score land-
scape

• Ensemble gradients: Combine directions from multiple current
points

• Adaptive exploration: Dynamically adjust σ based on gradi-
ent quality

• Multi-step lookahead: Predict gradient evolution over multi-
ple steps

Research frontier: Semantic gradient optimization is an active area
with many unexplored possibilities!
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20 Semantic Space Clustering

20.1 Concept of Attack Pattern Clustering

Example: Discovering Attack Strategy Groups

Semantic memory contains:

• ”Urgent account verification needed” (phishing)

• ”Security update required” (phishing)

• ”Your package delivery failed” (shipping scam)

• ”Payment confirmation required” (financial scam)

• ”Social media account compromised” (account takeover)

After clustering:

• Cluster 1 (Account threats): ”Urgent account verification”,
”Security update required”

• Cluster 2 (Shipping scams): ”Your package delivery failed”

• Cluster 3 (Financial threats): ”Payment confirmation re-
quired”

• Cluster 4 (Social media): ”Social media account compro-
mised”

Insight: Different attack strategies form natural groups in semantic
space!

Semantic space clustering groups similar successful attacks together to
discover patterns, strategies, and common themes in the attack landscape.
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20.2 Mathematical Foundation

20.2.1 Clustering Objective

Example: Clustering Goal Formulation

Given: Set of successful attack embeddings {e1, e2, . . . , en}

Find: Partition into clusters C1, C2, . . . , Ck such that:

Intra-cluster distance is minimized

Inter-cluster distance is maximized

Each cluster represents a coherent strategy

Visualization: Points close in semantic space = similar attack strate-
gies!

The clustering aims to partition the semantic memory such that:

min
k∑

i=1

∑
x∈Ci

d(x, µi) (69)

where µi is the centroid of cluster Ci and d is the cosine distance.
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20.3 DBSCAN Algorithm

20.3.1 Core Concepts

Example: DBSCAN Parameters in Action

Parameters:

• ϵ = 0.3: Maximum distance for points to be considered neighbors

• min samples = 3: Minimum points to form a dense region

For point p:

• Count neighbors within radius ϵ = 0.3

• If ≥ 3 neighbors: p is a core point

• If < 3 neighbors but near core point: p is border point

• Otherwise: p is noise (label = -1)

Example: Point with 4 neighbors within 0.3 distance → core point of
new cluster!

DBSCAN (Density-Based Spatial Clustering of Applications with Noise)
operates on two key parameters:

ϵ : Maximum neighborhood radius (70)

min samples : Minimum points to form a cluster (71)
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20.3.2 Point Classification

Example: DBSCAN Point Types

Core points:

• Have ≥ min samples within ϵ radius

• Form the heart of clusters

• Example: Point with 5 neighbors within distance 0.25

Border points:

• Have < min samples within ϵ radius

• But are reachable from some core point

• Example: Point with 2 neighbors, but connected to core point

Noise points:

• Not core points and not reachable from any core point

• Labeled as -1 (outliers)

• Example: Isolated point with no nearby neighbors

Points are classified as:

type(p) =


core if |Nϵ(p)| ≥ min samples

border if ∃q core : p ∈ Nϵ(q)

noise otherwise

(72)

where Nϵ(p) is the ϵ-neighborhood of p.
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20.4 Algorithm Implementation

20.4.1 Data Preparation

Example: Embedding Matrix Construction

Semantic memory:

mem1 : embedding = [0.1, 0.8, 0.3, . . . ]

mem2 : embedding = [0.2, 0.7, 0.4, . . . ]

mem3 : embedding = [0.9, 0.1, 0.8, . . . ]

...

memn : embedding = [0.3, 0.6, 0.5, . . . ]

Embedding matrix:

E =


0.1 0.8 0.3 . . .
0.2 0.7 0.4 . . .
0.9 0.1 0.8 . . .
...

...
...

. . .

0.3 0.6 0.5 . . .

 ∈ Rn×d (73)

Each row is one attack embedding, each column is a semantic dimen-
sion.

The embedding matrix is constructed as:

E =


e1
e2
...
en

 ∈ Rn×d (74)

where ei is the embedding of the i-th successful attack.
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20.4.2 Clustering Execution

Example: DBSCAN Clustering Process

Input: 10 attack embeddings, ϵ = 0.3, min samples=3
Process:

1. For each point, find neighbors within ϵ = 0.3 radius

2. Identify core points (3 neighbors)

3. Expand clusters from core points

4. Label border points connected to core points

5. Mark remaining as noise (-1)

Result:

• Cluster 0: Points [0, 1, 2, 3] (4 points)

• Cluster 1: Points [4, 5, 6] (3 points)

• Noise: Points [7, 8, 9] (3 points)

Interpretation: Found 2 strategy clusters and 3 outlier attacks!

The clustering produces labels:

l = [l1, l2, . . . , ln], li ∈ {−1, 0, 1, . . . , k − 1} (75)

where li = −1 indicates noise and li ≥ 0 indicates cluster membership.
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20.5 Centroid Calculation

20.5.1 Cluster Center Computation

Example: Calculating Cluster Centroids

Cluster 0 embeddings:

e0 = [0.1, 0.8, 0.3]

e1 = [0.2, 0.7, 0.4]

e2 = [0.15, 0.75, 0.35]

e3 = [0.12, 0.82, 0.32]

Centroid calculation:

µ0 =
1

4
([0.1, 0.8, 0.3] + [0.2, 0.7, 0.4] + [0.15, 0.75, 0.35] + [0.12, 0.82, 0.32])

=
1

4
[0.57, 3.07, 1.37]

= [0.1425, 0.7675, 0.3425]

The centroid represents the ”average” attack strategy for this
cluster!

For each cluster Cj, the centroid is computed as:

µj =
1

|Cj|
∑
e∈Cj

e (76)
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20.6 Parameter Selection

20.6.1 Epsilon (ϵ) Parameter

Example: Choosing Neighborhood Radius

Small ϵ (0.1-0.2):

• Very tight clusters

• Only very similar attacks grouped

• Many points marked as noise

• Risk of over-segmentation

Medium ϵ (0.3-0.4):

• Balanced clustering

• Meaningful strategy groups

• Reasonable noise tolerance

• Recommended default

Large ϵ (0.5+):

• Very broad clusters

• Dissimilar attacks grouped together

• Few noise points

• Risk of under-segmentation

Empirical choice: ϵ = 0.3 works well for semantic embeddings!
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20.6.2 Minimum Samples Parameter

Example: Setting Density Threshold

Small min samples (2-3):

• Forms clusters from small groups

• Good for discovering niche strategies

• May create too many small clusters

Medium min samples (3-5):

• Requires moderate evidence for strategies

• Balanced cluster size

• Recommended default

Large min samples (6+):

• Only well-established strategies form clusters

• Very robust to noise

• May miss emerging patterns

Trade-off : Lower values find more patterns but may include noise!
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20.7 Applications and Insights

20.7.1 Strategy Discovery

Example: Interpreting Clusters as Strategies

Cluster analysis results:
Cluster 0 (Financial urgency):

• ”Urgent bank account verification”

• ”Immediate payment required”

• ”Account suspension pending”

• Common theme: Financial consequences + time pressure

Cluster 1 (Technical alerts):

• ”Security update available”

• ”System maintenance notification”

• ”Password reset required”

• Common theme: Technical procedures + authority

Cluster 2 (Social engineering):

• ”Your friend shared a photo”

• ”Someone mentioned you”

• ”Connection request pending”

• Common theme: Social engagement + curiosity

Strategic insight: Focus mutation on high-performing cluster
themes!
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20.7.2 Anomaly Detection

Example: Identifying Unusual Attacks

Noise points (label = -1) represent:

• Novel attack strategies not seen before

• Poorly performing attacks that succeeded by chance

• Data quality issues or embedding errors

• Truly unique, innovative approaches

Example noise points:

• ”The quantum flux capacitor needs recalibration” (too technical)

• ”Your horoscope suggests verifying your account” (unusual ap-
proach)

• ”Purple elephants dance while you login” (nonsensical but
worked!)

Action: Investigate noise points for novel strategies or errors!
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20.8 Performance Characteristics

Example: Computational Complexity

For n attacks in semantic memory:
DBSCAN complexity:

• Worst-case: O(n2) for naive implementation

• With spatial indexing: O(n log n)

• Practical for n < 10, 000 attacks

Memory usage:

• Embedding matrix: n× d× 4 bytes

• Example: 1000 attacks × 768 dimensions × 4 bytes 3MB

• Distance matrix: O(n2) but often not stored explicitly

Typical performance:

• 1000 attacks: 1-5 seconds

• 100 attacks: 0.1-0.5 seconds

• Suitable for periodic batch processing
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20.9 Integration with Optimization

20.9.1 Cluster-Guided Mutation

Example: Using Clusters for Strategic Mutation

Cluster-based mutation strategies:
Intra-cluster refinement:

• Mutate within high-performing clusters

• Fine-tune successful strategies

• Low risk, incremental improvements

Inter-clrossover:

• Combine elements from different clusters

• ”Financial urgency” + ”Technical authority”

• Create hybrid strategies

Cluster exploration:

• Systematically explore around cluster centroids

• Discover variations of proven strategies

• Balanced exploration vs exploitation

Example: Mutate toward cluster centroid + small random noise!
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20.9.2 Performance Analysis by Cluster

Example: Cluster Performance Metrics

Calculate average score per cluster:

Score(Cluster j) =
1

|Cj|
∑
e∈Cj

s(e)

Example results:

• Cluster 0 (Financial): Average score = 0.82

• Cluster 1 (Technical): Average score = 0.75

• Cluster 2 (Social): Average score = 0.68

• Noise: Average score = 0.45

Strategic priority: Focus on Financial cluster (highest performance)!
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20.10 Visualization and Interpretation

Example: Cluster Visualization Techniques

2D projection:

• Use PCA/t-SNE to project 768D → 2D

• Color points by cluster assignment

• Plot cluster centroids

• Visualize cluster shapes and densities

Cluster characteristics:

• Tight clusters: Well-defined strategies

• Diffuse clusters: Broad strategy families

• Overlapping clusters: Related strategies

• Isolated clusters: Distinct approaches

Semantic interpretation:

• Analyze common words in each cluster

• Identify thematic patterns

• Understand strategy relationships

• Guide future attack development
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20.11 Limitations and Considerations

Example: Clustering Challenges and Solutions

Common challenges:
Parameter sensitivity:

• Different ϵ values give different clusters

• Solution: Use domain knowledge and silhouette analysis

High-dimensional data:

• Cosine distance works better than Euclidean in high dimensions

• Solution: Use cosine metric as implemented

Cluster stability:

• Clusters may change with new data

• Solution: Periodic reclustering and trend analysis

Interpretability:

• Cluster labels are just numbers

• Solution: Manual inspection and thematic labeling

Best practice: Cluster periodically as semantic memory grows!
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20.12 Advanced Extensions

Example: Enhanced Clustering Approaches

Hierarchical clustering:

• Discover strategy hierarchies

• See how strategies relate at different granularities

• More interpretable cluster relationships

Online clustering:

• Update clusters incrementally as new attacks arrive

• No need for batch reprocessing

• Real-time strategy discovery

Multi-modal clustering:

• Cluster based on embeddings + metadata

• Consider attack timing, target type, etc.

• Richer strategy analysis

Temporal clustering:

• Analyze how strategies evolve over time

• Detect emerging trends

• Predict future strategy developments
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21 Semantic Variant Generation

21.1 Concept of Attack Variation

Example: Generating Attack Variants

Base attack: ”Verify your account immediately”
Semantic variants:

• ”Confirm your account urgently” (semantic neighbor)

• ”Authenticate your account now” (semantic neighbor)

Structural variants:

• ”URGENT: Verify your account immediately” (word insertion)

• ”Verify your account” (word deletion)

• ”VERIFY your account immediately” (word replacement)

• ”Your verify account immediately” (word swap)

Goal: Create diverse test cases while preserving attack intent!

Semantic variant generation creates multiple versions of an attack by ap-
plying both semantic transformations in the embedding space and structural
transformations in the text space, enabling comprehensive testing and explo-
ration.
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21.2 Dual-Strategy Approach

21.2.1 Semantic Space Variants

Example: Semantic Neighborhood Exploration

Base embedding: b = ϕ(”Verify account”)
Noise parameters: µ = 0, σ = 0.05

Variant generation:

v1 = b+ [0.03,−0.02, 0.04, . . . ]
v2 = b+ [−0.01, 0.05,−0.03, . . . ]
v3 = b+ [0.02, 0.01,−0.02, . . . ]

Each noisy embedding explores a different semantic direction
from the base attack!

The semantic variant generation uses Gaussian noise in the embedding
space:

vi = b+ ni, ni ∼ N (0, σ2I)

where σ = 0.05 controls the semantic exploration radius.
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21.2.2 Nearest Neighbor Lookup

Example: Finding Semantic Neighbors

Semantic memory contains:

• ”Confirm your identity” (distance: 0.12)

• ”Authenticate account” (distance: 0.18)

• ”Security verification needed” (distance: 0.25)

• ”Login approval required” (distance: 0.31)

For variant embedding v1:

• Calculate distances to all memory entries

• Find closest: ”Confirm your identity” (distance: 0.08)

• Use this as the semantic variant

Result: Semantic variant = ”Confirm your identity”

For each noisy embedding, the system finds the closest known attack:

variant = arg min
m∈M

d(vi, ϕ(m))

where M is the semantic memory and d is cosine distance.
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21.3 Structural Transformations

21.3.1 Word-Level Operations

Example: Structural Operation Types

Base text: ”Verify your account immediately”

Insert operation:

• Position: 0, Word: ”URGENT”

• Result: ”URGENT Verify your account immediately”

Delete operation:

• Position: 2 (delete ”immediately”)

• Result: ”Verify your account”

Replace operation:

• Position: 0, Action: uppercase

• Result: ”VERIFY your account immediately”

Swap operation:

• Positions: 0 and 2

• Result: ”immediately your account Verify”

Each operation creates a structurally different but related
attack!

The structural transformations apply four types of operations:

insert(w, p, t) : insert word t at position p

delete(w, p) : delete word at position p

replace(w, p) : modify word at position p

swap(w, i, j) : swap words at positions i and j
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21.4 Algorithm Implementation

21.4.1 Variant Generation Loop

Example: Complete Generation Process

Input: base attack = ”Check your email”, num variants = 6
Semantic variants (3):

1. Generate noise → find nearest → ”Verify your inbox”

2. Generate noise → find nearest → ”Review your messages”

3. Generate noise → find nearest → ”Check your mailbox”

Structural variants (3):

[start=4]

1. Insert ”URGENT” → ”URGENT Check your email”

2. Delete ”your” → ”Check email”

3. Replace ”Check” → ”CHECK your email”

Total: 6 diverse variants covering different transformation types!
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Algorithm 4 Semantic Variant Generation

1: function GenerateSemanticVariants(base attack, num variants)
2: b← ϕ(base attack)
3: variants← [ ]
4: semantic count← num variants÷ 2
5: for i← 1 to semantic count do
6: n ∼ N (0, σ2I)
7: v← b+ n
8: if semantic memory ̸= ∅ then
9: nearest← argminm d(v, ϕ(m))

10: variants.append(nearest)
11: end if
12: end for
13: words← split(base attack)
14: for i← 1 to num variants− |variants| do
15: op← random choice(operations)
16: variant← apply operation(words, op)
17: variants.append(variant)
18: end for
19: return variants
20: end function
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21.5 Parameter Analysis

21.5.1 Noise Standard Deviation

Example: Controlling Semantic Exploration

Small σ (0.01-0.03):

• Very similar semantic variants

• Fine-grained exploration near base

• Low diversity, high relevance

Medium σ (0.04-0.06):

• Balanced similarity and diversity

• Explores meaningful variations

• Recommended default: σ = 0.05

Large σ (0.07-0.10):

• Very diverse semantic variants

• May produce irrelevant results

• High diversity, lower relevance

Effect: σ controls the trade-off between novelty and coherence!
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21.5.2 Variant Distribution

Example: Balanced Variant Generation

For num variants = 8:

• Semantic variants: 8÷ 2 = 4 attempts

• Structural variants: 8− actual semantic = 4

Why 50/50 split?:

• Semantic variants: Explore known successful patterns

• Structural variants: Test robustness to formatting changes

• Balanced coverage of both strategies

Fallback behavior: If semantic memory empty, all variants become
structural!

The variant distribution ensures balanced exploration:

semantic count =

⌊
num variants

2

⌋
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21.6 Semantic Operation Details

21.6.1 Gaussian Noise Properties

Example: Noise Vector Characteristics

Noise distribution: N (0, 0.052)

Expected noise values:

• 68% of components in [−0.05, 0.05]

• 95% of components in [−0.10, 0.10]

• 99.7% of components in [−0.15, 0.15]

Effect on embeddings:

• Small perturbations preserve semantic meaning

• Large enough to explore variations

• Controlled exploration radius

Why Gaussian? Smooth, continuous exploration of semantic space!

The Gaussian noise ensures smooth exploration:

P (ni ∈ [−0.05, 0.05]) ≈ 0.68
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21.6.2 Cosine Distance Calculation

Example: Finding Semantic Neighbors

For variant embedding v and memory entry m:

cosine(v,m) = 1− v ·m
∥v∥∥m∥

= 1−
∑d

i=1 vimi√∑
v2i
√∑

m2
i

Properties:

• Range: [0, 2] where 0 = identical, 2 = opposite

• Ignores vector magnitude, focuses on direction

• Well-suited for semantic similarity

Example: cosine = 0.15 → very similar semantic meaning!
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21.7 Structural Operation Details

21.7.1 Insert Operation

Example: Word Insertion Patterns

Insertion words: [”OVERRIDE”, ”URGENT”, ”SYSTEM”, ”AD-
MIN”, ”EXECUTE”]

Why these words?:

• Common in successful social engineering

• Add authority or urgency

• Trigger different detection patterns

• Test robustness to keyword variations

Insertion positions:

• Beginning: ”URGENT Verify your account”

• Middle: ”Verify URGENT your account”

• End: ”Verify your account URGENT”

Effect: Tests detection sensitivity to power words!
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21.7.2 Delete Operation

Example: Strategic Word Deletion

Base: ”Please verify your bank account immediately”

Possible deletions:

• ”Please”→ ”verify your bank account immediately” (less polite)

• ”your” → ”Please verify bank account immediately” (less per-
sonal)

• ”immediately”→ ”Please verify your bank account” (less urgent)

Testing purpose:

• Which words are essential for success?

• Can we simplify attacks while maintaining effectiveness?

• How do detectors handle incomplete phrases?
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21.7.3 Replace Operation

Example: Case Transformation Effects

Base: ”verify your account”

Uppercase transformations:

• ”VERIFY your account” (first word)

• ”verify YOUR account” (middle word)

• ”verify your ACCOUNT” (last word)

Why uppercase?:

• Common in actual attacks for emphasis

• May bypass word-based detectors

• Tests case sensitivity of detection systems

• Different visual impact on users
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21.7.4 Swap Operation

Example: Word Order Variations

Base: ”verify your account now”

Possible swaps:

• ”your verify account now” (positions 0-1)

• ”verify account your now” (positions 1-2)

• ”now your account verify” (positions 0-3)

Grammatical effects:

• May create ungrammatical but understandable text

• Tests dependency on specific word order

• Explores robustness to syntactic variations

• Some swaps preserve meaning better than others
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21.8 Applications and Use Cases

21.8.1 Security Testing

Example: Comprehensive Attack Surface Coverage

Test scenarios covered:
Semantic variations:

• Different phrasing of same intent

• Synonym-based evasion attempts

• Style and tone variations

Structural variations:

• Formatting and capitalization changes

• Word order permutations

• Addition/removal of emphasis words

Comprehensive testing:

• Detect overfitting to specific phrasings

• Identify blind spots in detection

• Improve generalization capability
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21.8.2 Data Augmentation

Example: Training Data Generation

For machine learning models:
Semantic augmentation:

• ”Verify account” → ”Confirm identity”, ”Authenticate login”

• Increases vocabulary coverage

• Improves generalization to unseen phrasings

Structural augmentation:

• ”Verify account” → ”URGENT Verify account”, ”VERIFY ac-
count”

• Increases robustness to formatting variations

• Handles real-world text variations

Benefit: More robust and generalizable security models!
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21.9 Performance Characteristics

Example: Computational Efficiency

For num variants = 10, memory size = 100:
Semantic variant generation:

• 5 noise samples generated

• 5 × 100 = 500 cosine distance calculations

• Each distance: O(d) where d = 768

• Total: 5× 100× 768 ≈ 384, 000 operations

Structural variant generation:

• 5 text operations

• Each operation: O(n) where n = word count

• Very fast string manipulations

Total time: ∼10-50ms for typical cases
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21.10 Quality Assessment

Example: Variant Quality Metrics

Semantic relevance:

• Cosine distance to base attack

• Human evaluation of meaning preservation

• Success rate in maintaining attack intent

Diversity metrics:

• Vocabulary diversity across variants

• Structural difference from base

• Coverage of different transformation types

Effectiveness preservation:

• Detection evasion rates

• User engagement metrics

• Overall success scores

Good variants: Relevant + Diverse + Effective!
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21.11 Integration with Overall System

Example: End-to-End Testing Pipeline

Complete testing workflow:

1. Select base attack from semantic memory

2. Generate variants using dual strategy

3. Test all variants against target system

4. Score each variant’s effectiveness

5. Update semantic memory with successful variants

6. Repeat with new base attacks

Continuous improvement:

Generation→ Testing→ Learning→ Better Generation

Result: Progressively more effective attack variants!
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21.12 Limitations and Improvements

Example: Enhancement Opportunities

Current limitations:
Semantic variants:

• Dependent on quality of semantic memory

• Limited to existing successful patterns

• May miss novel creative variations

Structural variants:

• Simple operations may not reflect real attacks

• Limited vocabulary for insertions

• No semantic awareness in structural changes

Potential improvements:

• LLM-based generation: Use language models for more cre-
ative variants

• Grammar-aware operations: Maintain grammatical correct-
ness

• Multi-lingual variants: Test cross-language robustness

• Context-aware insertions: Use relevant domain-specific words
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22 Grammatical Pattern Analysis

22.1 Concept of Linguistic Feature Extraction

Example: Analyzing Attack Text Grammar

Input text: ”You must verify your account immediately”

Grammatical analysis:

• Tense: Present (main verb ”verify” in present)

• Mood: Imperative (”must” indicates command)

• Voice: Active (subject performs action)

• Complexity: Low (simple sentence structure)

• Ambiguity: Low (clear references)

• Readability: High (easy to understand)

Insight: This is a direct, commanding attack with high clarity!

Grammatical pattern analysis extracts linguistic features from text to
understand the syntactic and semantic characteristics that may influence
attack effectiveness, detection evasion, and user perception.
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22.2 Feature Dictionary Structure

Example: Complete Pattern Analysis

For text: ”The system requires that you confirm your identity”

Pattern dictionary:

{

’tense’: ’present’,

’mood’: ’indicative’,

’voice’: ’active’,

’complexity’: 2,

’ambiguity_score’: 0.1,

’readability_score’: 65.2

}

Each feature reveals different aspects of the attack’s linguistic
style!

The analysis produces a comprehensive feature set:

pattern =



tense ∈ {present, past, future, unknown}
mood ∈ {indicative, imperative, conditional}
voice ∈ {active, passive}
complexity ∈ R+

ambiguity score ∈ [0, 1]

readability score ∈ R

178



22.3 Basic Text Statistics

22.3.1 Syntactic Complexity

Example: Words per Sentence Calculation

Text: ”Verify your account. This is required for security.”

Analysis:

Words = ”Verify”, ”your”, ”account”, ”This”, ”is”, ”required”, ”for”, ”security”

Word count = 8

Sentences = ”Verify your account”, ”This is required for security”

Sentence count = 2

Complexity =
8

2
= 4.0

Interpretation: Average sentence length = 4 words (very simple)!

The basic complexity measure uses words per sentence:

complexitybasic =
word count

max(sentence count, 1)
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22.3.2 Readability Scoring

Example: Flesch Reading Ease Calculation

Text: ”You must check your email now”

Parameters:

Words = 6

Sentences = 1

Syllables = 7 (You=1, must=1, check=1, your=1, email=2, now=1)

Flesch score:

Score = 206.835− 1.015× 6

1
− 84.6× 7

6
= 206.835− 6.09− 98.7 = 102.045

Interpretation: Score > 90 = Very easy to read!

The Flesch Reading Ease score is computed as:

readability = 206.835− 1.015× words

sentences
− 84.6× syllables

words
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22.4 Advanced Linguistic Analysis

22.4.1 Verb Tense Detection

Example: Tense Analysis Pipeline

Text: ”We sent the verification code. You will receive it soon.”

Verb analysis:

• ”sent” → Past tense (morphological feature: ”Tense=Past”)

• ”will receive” → Future tense (morphological feature:
”Tense=Fut”)

Tense distribution:

Past : 1 occurrence

Future : 1 occurrence

Most common : Tie (both tenses equally represented)

Final tense: Unknown (no clear majority)!

Tense detection uses morphological analysis:

tense(verb) =


past if ”Past” in morph.get(”Tense”)

present if ”Pres” in morph.get(”Tense”)

future if ”Fut” in morph.get(”Tense”)
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22.4.2 Grammatical Mood Identification

Example: Mood Detection Patterns

Conditional mood indicators:

• ”if you would verify your account” → ”would” triggers condi-
tional

• ”if you could check the email” → ”could” triggers conditional

• ”you might need to confirm” → ”might” triggers conditional

Imperative mood indicators:

• ”you must verify now” → ”must” triggers imperative

• ”you should check immediately”→ ”should” triggers imperative

• ”you ought to confirm” → ”ought” triggers imperative

Default: Indicative mood (statements of fact)!

Mood detection uses modal verb patterns:

mood =


conditional if exists t ∈ {”if”, ”would”, ”could”, ”might”}
imperative if exists t ∈ {”should”, ”must”, ”ought”}
indicative otherwise
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22.4.3 Voice Detection

Example: Active vs Passive Voice

Active voice examples:

• ”You must verify your account” (subject ”You” performs action)

• ”The system requires confirmation” (subject ”system” performs
action)

Passive voice examples:

• ”Your account must be verified” (auxpass ”be” indicates passive)

• ”The code was sent by the system” (auxpass ”was” indicates
passive)

Detection: Look for ”auxpass” dependency label in parse tree!

Voice detection uses dependency parsing:

voice =

{
passive if exists t : t.dep = ”auxpass”

active otherwise
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22.5 Syntactic Complexity Analysis

22.5.1 Complex Constructions

Example: Identifying Complex Syntax

Complex dependency relations:
Clausal complements (ccomp):

• ”He said that you should verify” → ”that you should verify” is
ccomp

Open clausal complements (xcomp):

• ”We want you to confirm” → ”you to confirm” is xcomp

Adverbial clause modifiers (advcl):

• ”Check your email when you receive the code” → ”when you
receive” is advcl

Complexity score: Count of these complex constructions!

The advanced complexity measure counts specific dependency relations:

complexityadvanced = |{t ∈ doc | t.dep ∈ {”ccomp”, ”xcomp”, ”advcl”}}|
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22.6 Ambiguity Analysis

22.6.1 Pronoun Reference Ambiguity

Example: Ambiguous Reference Detection

Ambiguous pronouns:

• ”It needs verification” → What is ”it”? Unclear reference

• ”This must be done” → What is ”this”? Unclear reference

• ”That requires attention” → What is ”that”? Unclear reference

• ”They will contact you” → Who are ”they”? Unclear reference

Clear references:

• ”Your account needs verification” → Specific subject

• ”The security team will contact you” → Specific actor

Ambiguity increases cognitive load and may reduce effective-
ness!
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22.6.2 Complex Subject Ambiguity

Example: Complex Subject Analysis

Simple subject:

• ”You must verify” → Subject ”you” has 1 child

• Clear and unambiguous

Complex subject:

• ”The user account security verification process requires”→ Sub-
ject with many modifiers

• Subject has multiple children making it complex

• Harder to parse and understand

Detection: Subjects with > 2 children are considered complex!

Ambiguity scoring combines multiple factors:

ambiguity =
ambiguous constructions

max(token count, 1)

where ambiguous constructions include:

• Complex subjects (nsubj with > 2 children)

• Ambiguous pronouns (it, this, that, they)
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22.7 Syllable Counting Algorithm

Example: Syllable Counting Logic

Basic syllable counting rules:
Single syllable words:

• ”check” → 1 syllable

• ”code” → 1 syllable

• ”now” → 1 syllable

Multi-syllable words:

• ”verify” → 3 syllables (ver-i-fy)

• ”immediately” → 5 syllables (im-me-di-ate-ly)

• ”security” → 4 syllables (se-cu-ri-ty)

Implementation: Uses vowel groups and common patterns!

Algorithm 5 Syllable Counting Heuristic

1: function CountSyllables(word)
2: Convert word to lowercase
3: Count vowel groups (consecutive vowels)
4: Adjust for silent ’e’ at end
5: Adjust for common patterns (e.g., ”le” at end)
6: Ensure minimum 1 syllable
7: return syllable count
8: end function
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22.8 Readability Score Interpretation

Example: Flesch Score Meaning

Flesch Reading Ease scale:

• 90-100: Very easy (5th grade level)

• 80-90: Easy (6th grade level)

• 70-80: Fairly easy (7th grade level)

• 60-70: Standard (8th-9th grade level)

• 50-60: Fairly difficult (10th-12th grade level)

• 30-50: Difficult (college level)

• 0-30: Very confusing (college graduate level)

Attack implications:

• High readability → Broad audience understanding

• Low readability → May target specific educated groups

• Optimal range depends on target demographics
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22.9 Applications in Attack Analysis

22.9.1 Style Characterization

Example: Attack Style Profiles

Direct command style:

• Tense: Present

• Mood: Imperative

• Voice: Active

• Complexity: Low

• Readability: High

• Example: ”Verify your account now”

Formal notification style:

• Tense: Present

• Mood: Indicative

• Voice: Passive

• Complexity: Medium

• Readability: Medium

• Example: ”Your account verification is required”

Urgent warning style:

• Tense: Future

• Mood: Conditional

• Voice: Active

• Complexity: Low

• Readability: High

• Example: ”Your account will be locked if you don’t verify”
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22.9.2 Detection Evasion Patterns

Example: Grammar-Based Evasion

Patterns that may evade detection:
Complex syntax:

• Long sentences with multiple clauses

• May bypass simple keyword matching

• Example: ”The system that manages your account security re-
quires that you confirm your identity”

Passive voice:

• Less direct, may appear less threatening

• Example: ”Verification of your account is required” vs ”You must
verify your account”

Ambiguous references:

• Vague language avoids specific triggers

• Example: ”This needs to be done” vs ”Your account needs veri-
fication”
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22.10 Performance and Implementation

Example: Computational Requirements

Processing pipeline:
Basic analysis (no spaCy):

• Word/sentence splitting: O(n)

• Syllable counting: O(n)

• Readability calculation: O(1)

• Very fast, lightweight

Advanced analysis (with spaCy):

• Dependency parsing: O(n2) to O(n3)

• Morphological analysis: O(n)

• Feature extraction: O(n)

• More accurate but computationally intensive

Trade-off : Accuracy vs speed for different use cases!
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22.11 Integration with Attack Optimization

Example: Grammar-Aware Mutation

Grammar-based variant generation:
Tense shifting:

• ”You verified your account” (past)→ ”You verify your account”
(present)

• Tests tense sensitivity in detection

Voice changing:

• ”You must verify your account” (active) → ”Your account must
be verified” (passive)

• Tests voice sensitivity in detection

Complexity adjustment:

• Simple → Complex: ”Verify account” → ”It is necessary that
you verify your account”

• Complex → Simple: Reverse process

• Tests complexity sensitivity

Result: More linguistically diverse test cases!
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22.12 Limitations and Enhancements

Example: Analysis Limitations

Current limitations:
Tense detection:

• May miss complex tense combinations

• Limited to main verb analysis

• Doesn’t handle modal verbs perfectly

Ambiguity scoring:

• Simple heuristic may miss nuanced ambiguity

• Doesn’t consider discourse context

• Limited pronoun set

Readability measures:

• Flesch score designed for English

• May not work well for technical jargon

• Doesn’t capture all readability factors

Potential enhancements:

• Machine learning for better ambiguity detection

• Multi-lingual grammatical analysis

• Context-aware reference resolution

• Domain-specific readability metrics
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23 Grammatical Pattern Analysis

23.1 Concept of Linguistic Feature Extraction

Example: Analyzing Attack Text Grammar

Input text: ”You must verify your account immediately”

Grammatical analysis:

• Tense: Present (main verb ”verify” in present)

• Mood: Imperative (”must” indicates command)

• Voice: Active (subject performs action)

• Complexity: Low (simple sentence structure)

• Ambiguity: Low (clear references)

• Readability: High (easy to understand)

Insight: This is a direct, commanding attack with high clarity!

Grammatical pattern analysis extracts linguistic features from text to
understand the syntactic and semantic characteristics that may influence
attack effectiveness.
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23.2 Feature Dictionary Structure

Example: Complete Pattern Analysis

For text: ”The system requires that you confirm your identity”

Pattern dictionary:

{

’tense’: ’present’,

’mood’: ’indicative’,

’voice’: ’active’,

’complexity’: 2,

’ambiguity_score’: 0.1,

’readability_score’: 65.2

}

Each feature reveals different aspects of the attack’s linguistic
style!

The analysis produces a comprehensive feature set:

pattern =



tense ∈ {present, past, future, unknown}
mood ∈ {indicative, imperative, conditional}
voice ∈ {active, passive}
complexity ∈ R+

ambiguity score ∈ [0, 1]

readability score ∈ R
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23.3 Basic Text Statistics

23.3.1 Syntactic Complexity

Example: Words per Sentence Calculation

Text: ”Verify your account. This is required for security.”

Analysis:

Words = ”Verify”, ”your”, ”account”, ”This”, ”is”, ”required”, ”for”, ”security”

Word count = 8

Sentences = ”Verify your account”, ”This is required for security”

Sentence count = 2

Complexity =
8

2
= 4.0

Interpretation: Average sentence length = 4 words (very simple)!

The basic complexity measure uses words per sentence:

complexitybasic =
word count

max(sentence count, 1)
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23.3.2 Readability Scoring

Example: Flesch Reading Ease Calculation

Text: ”You must check your email now”

Parameters:

Words = 6

Sentences = 1

Syllables = 7 (You=1, must=1, check=1, your=1, email=2, now=1)

Flesch score:

Score = 206.835− 1.015× 6

1
− 84.6× 7

6
= 206.835− 6.09− 98.7 = 102.045

Interpretation: Score ¿ 90 = Very easy to read!

The Flesch Reading Ease score is computed as:

readability = 206.835− 1.015× words

sentences
− 84.6× syllables

words
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23.4 Advanced Linguistic Analysis

23.4.1 Verb Tense Detection

Example: Tense Analysis Pipeline

Text: ”We sent the verification code. You will receive it soon.”

Verb analysis:

• ”sent” → Past tense (morphological feature: ”Tense=Past”)

• ”will receive” → Future tense (morphological feature:
”Tense=Fut”)

Tense distribution:

Past : 1 occurrence

Future : 1 occurrence

Most common : Tie (both tenses equally represented)

Final tense: Unknown (no clear majority)!

Tense detection uses morphological analysis:

tense(verb) =


past if ”Past” in morph.get(”Tense”)

present if ”Pres” in morph.get(”Tense”)

future if ”Fut” in morph.get(”Tense”)
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23.4.2 Grammatical Mood Identification

Example: Mood Detection Patterns

Conditional mood indicators:

• ”if you would verify your account” → ”would” triggers condi-
tional

• ”if you could check the email” → ”could” triggers conditional

• ”you might need to confirm” → ”might” triggers conditional

Imperative mood indicators:

• ”you must verify now” → ”must” triggers imperative

• ”you should check immediately”→ ”should” triggers imperative

• ”you ought to confirm” → ”ought” triggers imperative

Default: Indicative mood (statements of fact)!

Mood detection uses modal verb patterns:

mood =


conditional if exists t ∈ {”if”, ”would”, ”could”, ”might”}
imperative if exists t ∈ {”should”, ”must”, ”ought”}
indicative otherwise
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23.4.3 Voice Detection

Example: Active vs Passive Voice

Active voice examples:

• ”You must verify your account” (subject ”You” performs action)

• ”The system requires confirmation” (subject ”system” performs
action)

Passive voice examples:

• ”Your account must be verified” (auxpass ”be” indicates passive)

• ”The code was sent by the system” (auxpass ”was” indicates
passive)

Detection: Look for ”auxpass” dependency label in parse tree!

Voice detection uses dependency parsing:

voice =

{
passive if exists t : t.dep = ”auxpass”

active otherwise
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23.5 Syntactic Complexity Analysis

23.5.1 Complex Constructions

Example: Identifying Complex Syntax

Complex dependency relations:
Clausal complements (ccomp):

• ”He said that you should verify” → ”that you should verify” is
ccomp

Open clausal complements (xcomp):

• ”We want you to confirm” → ”you to confirm” is xcomp

Adverbial clause modifiers (advcl):

• ”Check your email when you receive the code” → ”when you
receive” is advcl

Complexity score: Count of these complex constructions!

The advanced complexity measure counts specific dependency relations:

complexityadvanced = |{t ∈ doc | t.dep ∈ {”ccomp”, ”xcomp”, ”advcl”}}|
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23.6 Ambiguity Analysis

23.6.1 Pronoun Reference Ambiguity

Example: Ambiguous Reference Detection

Ambiguous pronouns:

• ”It needs verification” → What is ”it”? Unclear reference

• ”This must be done” → What is ”this”? Unclear reference

• ”That requires attention” → What is ”that”? Unclear reference

• ”They will contact you” → Who are ”they”? Unclear reference

Clear references:

• ”Your account needs verification” → Specific subject

• ”The security team will contact you” → Specific actor

Ambiguity increases cognitive load and may reduce effective-
ness!
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23.6.2 Complex Subject Ambiguity

Example: Complex Subject Analysis

Simple subject:

• ”You must verify” → Subject ”you” has 1 child

• Clear and unambiguous

Complex subject:

• ”The user account security verification process requires”→ Sub-
ject with many modifiers

• Subject has multiple children making it complex

• Harder to parse and understand

Detection: Subjects with > 2 children are considered complex!

Ambiguity scoring combines multiple factors:

ambiguity =
ambiguous constructions

max(token count, 1)

where ambiguous constructions include:

• Complex subjects (nsubj with > 2 children)

• Ambiguous pronouns (it, this, that, they)
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23.7 Syllable Counting Algorithm

Example: Syllable Counting Logic

Basic syllable counting rules:
Single syllable words:

• ”check” → 1 syllable

• ”code” → 1 syllable

• ”now” → 1 syllable

Multi-syllable words:

• ”verify” → 3 syllables (ver-i-fy)

• ”immediately” → 5 syllables (im-me-di-ate-ly)

• ”security” → 4 syllables (se-cu-ri-ty)

Implementation: Uses vowel groups and common patterns!

Algorithm 6 Syllable Counting Heuristic

1: function CountSyllables(word)
2: Convert word to lowercase
3: Count vowel groups (consecutive vowels)
4: Adjust for silent ’e’ at end
5: Adjust for common patterns (e.g., ”le” at end)
6: Ensure minimum 1 syllable
7: return syllable count
8: end function
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23.8 Readability Score Interpretation

Example: Flesch Score Meaning

Flesch Reading Ease scale:

• 90-100: Very easy (5th grade level)

• 80-90: Easy (6th grade level)

• 70-80: Fairly easy (7th grade level)

• 60-70: Standard (8th-9th grade level)

• 50-60: Fairly difficult (10th-12th grade level)

• 30-50: Difficult (college level)

• 0-30: Very confusing (college graduate level)

Attack implications:

• High readability → Broad audience understanding

• Low readability → May target specific educated groups

• Optimal range depends on target demographics
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23.9 Applications in Attack Analysis

23.9.1 Style Characterization

Example: Attack Style Profiles

Direct command style:

• Tense: Present

• Mood: Imperative

• Voice: Active

• Complexity: Low

• Readability: High

• Example: ”Verify your account now”

Formal notification style:

• Tense: Present

• Mood: Indicative

• Voice: Passive

• Complexity: Medium

• Readability: Medium

• Example: ”Your account verification is required”

Urgent warning style:

• Tense: Future

• Mood: Conditional

• Voice: Active

• Complexity: Low

• Readability: High

• Example: ”Your account will be locked if you don’t verify”
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23.9.2 Detection Evasion Patterns

Example: Grammar-Based Evasion

Patterns that may evade detection:
Complex syntax:

• Long sentences with multiple clauses

• May bypass simple keyword matching

• Example: ”The system that manages your account security re-
quires that you confirm your identity”

Passive voice:

• Less direct, may appear less threatening

• Example: ”Verification of your account is required” vs ”You must
verify your account”

Ambiguous references:

• Vague language avoids specific triggers

• Example: ”This needs to be done” vs ”Your account needs veri-
fication”
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23.10 Performance and Implementation

Example: Computational Requirements

Processing pipeline:
Basic analysis (no spaCy):

• Word/sentence splitting: O(n)

• Syllable counting: O(n)

• Readability calculation: O(1)

• Very fast, lightweight

Advanced analysis (with spaCy):

• Dependency parsing: O(n2) to O(n3)

• Morphological analysis: O(n)

• Feature extraction: O(n)

• More accurate but computationally intensive

Trade-off : Accuracy vs speed for different use cases!
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23.11 Integration with Attack Optimization

Example: Grammar-Aware Mutation

Grammar-based variant generation:
Tense shifting:

• ”You verified your account” (past)→ ”You verify your account”
(present)

• Tests tense sensitivity in detection

Voice changing:

• ”You must verify your account” (active) → ”Your account must
be verified” (passive)

• Tests voice sensitivity in detection

Complexity adjustment:

• Simple → Complex: ”Verify account” → ”It is necessary that
you verify your account”

• Complex → Simple: Reverse process

• Tests complexity sensitivity

Result: More linguistically diverse test cases!
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23.12 Limitations and Enhancements

Example: Analysis Limitations

Current limitations:
Tense detection:

• May miss complex tense combinations

• Limited to main verb analysis

• Doesn’t handle modal verbs perfectly

Ambiguity scoring:

• Simple heuristic may miss nuanced ambiguity

• Doesn’t consider discourse context

• Limited pronoun set

Readability measures:

• Flesch score designed for English

• May not work well for technical jargon

• Doesn’t capture all readability factors

Potential enhancements:

• Machine learning for better ambiguity detection

• Multi-lingual grammatical analysis

• Context-aware reference resolution

• Domain-specific readability metrics
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24 Syllable Counting Algorithm

24.1 Concept and Importance

Example: Why Count Syllables?

Readability calculation requires syllable counts for:

• Flesch Reading Ease: Uses syllables per word

• Flesch-Kincaid Grade Level: Uses syllables per word

• Automated readability indices: Depend on syllable counts

Example calculations:

• ”verify” → 3 syllables → affects readability score

• ”code” → 1 syllable → simple word

• ”immediately” → 5 syllables → complex word

Accurate syllable counting ensures reliable readability assessment!

Syllable counting is essential for computational linguistics and readability
analysis, providing a fundamental metric for understanding text complexity
and accessibility.
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24.2 Algorithm Overview

Example: Syllable Counting Process

Word: ”immediately”

Step-by-step processing:

1. Convert to lowercase: ”immediately”

2. Identify vowels: i, e, i, a, e, (y)

3. Count vowel groups: i-e-i-a-e → 5 vowel positions

4. Apply rules: No silent ’e’ adjustment needed

5. Ensure minimum: 5 1, so keep 5

Result: ”immediately” has 5 syllables!

The syllable counting algorithm follows a rule-based approach:

24.3 Core Algorithm Components

24.3.1 Vowel Group Detection

Example: Vowel Group Counting

Key insight: Count vowel groups, not individual vowels!
Examples:

• ”see” → ”ee” = 1 vowel group → 1 syllable

• ”create” → ”ea” = 1 vowel group → 1 syllable

• ”radio” → ”a”, ”i”, ”o” = 3 vowel groups → 3 syllables

• ”beautiful” → ”eau”, ”i”, ”u” = 3 vowel groups → 3 syllables

Why groups? Consecutive vowels often form single syllable sounds!

The algorithm counts vowel groups rather than individual vowels:
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Algorithm 7 Syllable Counting Algorithm

1: function CountSyllables(word)
2: word← lowercase(word)
3: vowels← ”aeiouy”
4: count← 0
5: previousV owel← false
6: for each char in word do
7: isV owel← (char ∈ vowels)
8: if isV owel and not previousV owel then
9: count← count+ 1

10: end if
11: previousV owel← isV owel
12: end for
13: if word ends with ”e” then
14: count← count− 1
15: end if
16: if count = 0 then
17: count← 1
18: end if
19: return count
20: end function
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syllables = number of vowel groups

where a vowel group is defined as:

• One or more consecutive vowels

• Counted as a single syllable unit

24.3.2 Silent ’e’ Rule

Example: Silent ’e’ Adjustments

Words ending with silent ’e’:

• ”make” → 2 vowel groups, but silent ’e’ → 1 syllable

• ”like” → 2 vowel groups, silent ’e’ → 1 syllable

• ”code” → 2 vowel groups, silent ’e’ → 1 syllable

Words where ’e’ is not silent:

• ”be” → ends with ’e’ but only 1 vowel group → 1 syllable (no
adjustment)

• ”the” → ends with ’e’ but only 1 vowel group → 1 syllable (no
adjustment)

Rule: Only subtract if we have multiple vowel groups!

The silent ’e’ rule is implemented as:

final count =

{
vowel groups− 1 if word ends with ”e” and vowel groups ¿ 1

vowel groups otherwise
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24.4 Mathematical Formulation

24.4.1 Vowel Group Detection Logic

Example: Formal Vowel Group Definition

Let:

• w = c1c2 . . . cn be the word characters

• V = {a, e, i, o, u, y} be the vowel set

• vi = I(ci ∈ V ) be the vowel indicator

Vowel groups are maximal sequences where:

vi = 1 for all i ∈ [k,m]

and vk−1 = 0 or k = 1, vm+1 = 0 or m = n
Example: ”beautiful” → b e a u t i f u l → groups: eau, i, u

The vowel group detection can be formalized as:
Let G be the set of vowel groups, then:

|G| =
n∑

i=1

I(vi = 1 ∧ (i = 1 ∨ vi−1 = 0))

where I is the indicator function.

217



24.4.2 Algorithm State Machine

Example: State Transition Logic

Two states:

• In vowel group: previousWasV owel = true

• Not in vowel group: previousWasV owel = false

State transitions:

• If isV owel and notpreviousWasV owel: Start new group, incre-
ment count

• If isV owel and previousWasV owel: Continue current group

• If notisV owel: Not in vowel group

This ensures each vowel group is counted exactly once!

The algorithm implements a finite state machine:

State = (count, previousWasVowel)

Initial state = (0, false)

Transition(c) =


(count + 1, true) if c ∈ V ∧ ¬previousWasVowel

(count, true) if c ∈ V ∧ previousWasVowel

(count, false) if c /∈ V
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24.5 Detailed Examples

24.5.1 Simple Word Examples

Example: Basic Word Analysis

One-syllable words:

• ”cat” → c-a-t → 1 vowel group → 1 syllable

• ”dog” → d-o-g → 1 vowel group → 1 syllable

• ”fish” → f-i-sh → 1 vowel group → 1 syllable

Multi-syllable words:

• ”computer” → c-o-m-p-u-t-e-r → o, u, e → 3 vowel groups → 3
syllables

• ”algorithm” → a-l-g-o-r-i-t-h-m → a, o, i → 3 vowel groups → 3
syllables

• ”programming” → p-r-o-g-r-a-m-m-i-n-g → o, a, i → 3 vowel
groups → 3 syllables
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24.5.2 Complex Word Examples

Example: Challenging Cases

Words with consecutive vowels:

• ”see” → s-e-e → ”ee” = 1 vowel group → 1 syllable

• ”boat” → b-o-a-t → ”oa” = 1 vowel group → 1 syllable

• ”create” → c-r-e-a-t-e → ”ea” = 1 vowel group, silent ’e’ → 2-1=1
syllable

Words with ’y’ as vowel:

• ”system” → s-y-s-t-e-m → y, e → 2 vowel groups → 2 syllables

• ”happy” → h-a-p-p-y → a, y → 2 vowel groups → 2 syllables

• ”mystery” → m-y-s-t-e-r-y → y, e, y → 3 vowel groups → 3
syllables

24.5.3 Edge Case Examples

Example: Special Cases Handling

Minimum syllable guarantee:

• ”psst” → no vowels → 0 groups → enforced to 1 syllable

• ”shh” → no vowels → 0 groups → enforced to 1 syllable

• ”nth” → no vowels → 0 groups → enforced to 1 syllable

Silent ’e’ edge cases:

• ”be” → 1 vowel group, ends with ’e’ → 1 syllable (no subtraction)

• ”the” → 1 vowel group, ends with ’e’ → 1 syllable (no subtrac-
tion)

• ”make” → 2 vowel groups, ends with ’e’ → 2-1=1 syllable
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24.6 Algorithm Properties

24.6.1 Time Complexity

Example: Performance Analysis

For word of length n:

• Lowercase conversion: O(n)

• Character iteration: O(n)

• Vowel checking: O(1) per character (set membership)

• End check: O(1)

Total complexity: O(n)

Practical performance:

• Average English word: 5 characters → very fast

• Longest common words: 20 characters → still instant

• Suitable for processing large text corpora

The algorithm has linear time complexity:

T (n) = O(n)

where n is the word length.
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24.6.2 Space Complexity

Example: Memory Usage

Memory requirements:

• Vowel set: constant space (6 characters)

• Word copy: O(n) for lowercase conversion

• Counters: constant space (2 integers)

• No recursive calls or large data structures

Total space: O(n)

Optimization: Could process in-place to reduce to O(1) extra space!
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24.7 Limitations and Improvements

24.7.1 Known Limitations

Example: Algorithm Shortcomings

English-specific assumptions:

• Vowel set optimized for English

• Silent ’e’ rule works for English

• May not handle other languages well

Linguistic simplifications:

• Doesn’t handle diphthongs perfectly

• Misses some syllable boundaries

• Oversimplifies complex vowel patterns

Example problems:

• ”fire” → counted as 1 syllable, but often 2 in pronunciation

• ”hour” → counted as 2 syllables, but often 1 in pronunciation

• ”idea” → counted as 3 syllables, correct but complex pattern
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24.7.2 Potential Enhancements

Example: Improved Approaches

Advanced rule-based improvements:

• Handle common prefixes/suffixes specially

• Add rules for specific vowel combinations

• Consider word position in sentence

Machine learning approaches:

• Train on pronunciation dictionaries

• Use neural networks for pattern recognition

• Combine with phonetic analysis

Hybrid approaches:

• Rule-based for common cases

• Dictionary lookup for exceptions

• Fallback to machine learning for unknown words
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24.8 Testing and Validation

24.8.1 Test Cases

Example: Comprehensive Testing

Basic functionality tests:

• ”a” → 1 syllable

• ”I” → 1 syllable

• ”test” → 1 syllable

• ”hello” → 2 syllables

• ”computer” → 3 syllables

Edge case tests:

• ”” → 1 syllable (empty word minimum)

• ”abcdefghijklmnopqrstuvwxyz” → multiple vowel groups

• ”AEIOU” → 5 vowel groups → 5 syllables

• ”bcdfg” → 0 vowel groups → 1 syllable (minimum)

Silent ’e’ tests:

• ”make” → 1 syllable

• ”like” → 1 syllable

• ”code” → 1 syllable

• ”be” → 1 syllable (no subtraction)
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24.8.2 Accuracy Assessment

Example: Performance Metrics

Compared to dictionary:

• Common words: 85-90% accuracy

• Technical terms: 70-80% accuracy

• Proper nouns: 60-70% accuracy

Error analysis:

• Over-counting: Complex vowel patterns

• Under-counting: Silent letters, unusual pronunciations

• Boundary errors: Ambiguous syllable divisions

For readability calculations: ”Good enough” for most practical
purposes!
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24.9 Integration with Readability Analysis

Example: Flesch Score Calculation

Complete readability pipeline:
Input text: ”You must verify your account immediately”

Syllable counting:

You→ 1 syllable

must→ 1 syllable

verify→ 3 syllables

your→ 1 syllable

account→ 2 syllables

immediately→ 5 syllables

Total syllables = 1 + 1 + 3 + 1 + 2 + 5 = 13

Flesch calculation:

Words = 6, Sentences = 1

Score = 206.835− 1.015× 6

1
− 84.6× 13

6
= 206.835− 6.09− 183.3 = 17.445

Interpretation: Very difficult to read (college graduate level)!

227



24.10 Implementation Considerations

24.10.1 Programming Language Specifics

Example: Language Portability

Python-specific features used:

• str.lower() for case conversion

• in operator for set membership

• str.endswith() for suffix checking

Portable to other languages:

• C++: Use std::tolower(), string methods

• Java: Use String.toLowerCase(), contains()

• JavaScript: Use toLowerCase(), includes()

Algorithm remains the same across implementations!
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24.10.2 Optimization Opportunities

Example: Performance Optimizations

Memory optimization:

• Process characters without copying string

• Use bit masks for vowel checking

• Avoid unnecessary object creation

Speed optimization:

• Precompute common word syllables

• Use lookup tables for frequent words

• Implement early exit for short words

Accuracy optimization:

• Add exception dictionary

• Handle common prefixes/suffixes

• Consider context-based rules
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25 Temporal Marker Detection

25.1 Concept and Importance

Example: Why Detect Temporal Markers?

Temporal analysis helps understand:

• Time framing: When actions occur or should occur

• Urgency level: Immediate vs future actions

• Hypothetical scenarios: Conditional or speculative state-
ments

• Attack timing: When threats are presented as occurring

Example analysis:

• ”Your account was compromised yesterday” → Past focus

• ”Your account will be locked tomorrow” → Future focus

• ”If you don’t verify now, your account might be suspended” →
Hypothetical + urgency

Temporal markers reveal the psychological time framing of attacks!

Temporal marker detection identifies time-related words and phrases that
indicate when actions occur, helping analyze the temporal framing and ur-
gency tactics used in social engineering attacks.
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25.2 Marker Categories

25.2.1 Past Tense Markers

Example: Past Temporal Indicators

Past markers indicate completed actions or historical context:

Marker Usage Example

was/were ”Your account was accessed from unknown
location”

had ”Someone had tried to login to your ac-
count”

did ”We did detect suspicious activity”
used to ”This used to be a secure connection”
previously ”You previously authorized this device”
before ”This happened before in your account his-

tory”
ago ”This occurred 2 days ago”
yesterday ”Your password yesterday was compro-

mised”
last ”Last week, we detected unusual activity”

Psychological effect: Creates sense of established facts or historical
threats!
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25.2.2 Present Tense Markers

Example: Present Temporal Indicators

Present markers indicate current actions or immediate states:

Marker Usage Example

is/are/am ”Your account is currently at risk”
do/does ”We do require immediate verification”
now ”You must act now to secure your account”
currently ”We currently detect unauthorized access”
today ”This must be resolved today”
presently ”We are presently investigating this issue”

Psychological effect: Creates urgency and immediate action require-
ment!

25.2.3 Future Tense Markers

Example: Future Temporal Indicators

Future markers indicate upcoming actions or consequences:

Marker Usage Example

will ”Your account will be suspended”
shall ”You shall receive a verification code”
going to ”We are going to lock your account”
tomorrow ”This will happen tomorrow”
next ”Next time, use stronger authentication”
soon ”Act soon to prevent this”
later ”We can address this later”
eventually ”This will eventually affect all users”

Psychological effect: Creates anticipation of future consequences!
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25.2.4 Hypothetical Markers

Example: Hypothetical Indicators

Hypothetical markers indicate conditional or speculative scenarios:

Marker Usage Example

if ”If you don’t verify, your account will be
locked”

would ”This would prevent future breaches”
could ”This could compromise your security”
might ”Your data might be at risk”
should ”You should enable two-factor authentica-

tion”
suppose ”Suppose someone accessed your account”
imagine ”Imagine losing access to your files”
hypothetically ”Hypothetically, this could happen to any-

one”

Psychological effect: Creates speculative fear and conditional con-
sequences!
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25.3 Algorithm Implementation

25.3.1 Detection Logic

Example: Marker Detection Process

Input text: ”If you don’t verify your account now, it will be locked
tomorrow”

Processing steps:

1. Convert to lowercase: ”if you don’t verify your account now, it
will be locked tomorrow”

2. Check past markers: 0 matches

3. Check present markers: ”now” → 1 match

4. Check future markers: ”will”, ”tomorrow” → 2 matches

5. Check hypothetical markers: ”if” → 1 match

Result:

{

’past_count’: 0,

’present_count’: 1,

’future_count’: 2,

’hypothetical_count’: 1

}

Interpretation: Future-oriented threat with hypothetical condition!

The detection algorithm uses simple substring matching:

countc =
∑
m∈Mc

I(m ∈ text lower)

where:

• c ∈ {past, present, future, hypothetical} is the category

• Mc is the set of markers for category c
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• I is the indicator function

• text lower is the lowercase text

25.4 Mathematical Representation

25.4.1 Marker Set Definition

Example: Formal Marker Sets

Define marker sets mathematically:

Mpast = {was, were, had, did, used to, previously, before, ago, yesterday, last}
Mpresent = {is, are, am, do, does, now, currently, today, presently}
Mfuture = {will, shall, going to, tomorrow, next, soon, later, eventually}

Mhypothetical = {if, would, could, might, should, suppose, imagine, hypothetically}

Total vocabulary: 10 + 9 + 8 + 8 = 35 temporal markers!
These sets can be expanded based on domain knowledge.

The temporal marker vocabulary is defined as:

Vtemporal = Mpast ∪Mpresent ∪Mfuture ∪Mhypothetical
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25.4.2 Detection Function

Example: Detection Function Properties

Function properties:

• Input: String t (text to analyze)

• Output: Vector (pa, pr, f, h) of four counts

• Deterministic: Same input always produces same output

• Case-insensitive: Lowercase conversion ensures consistency

• Linear complexity: O(|t| × |V |) but optimized

Efficiency: With 35 markers, processing is very fast for typical texts!

The detection function f : String→ N4 is defined as:

f(t) = (|Mpast ∩ t|, |Mpresent ∩ t|, |Mfuture ∩ t|, |Mhypothetical ∩ t|)

where |M ∩ t| counts markers from set M that appear in text t.
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25.5 Analysis and Interpretation

25.5.1 Temporal Profile Calculation

Example: Temporal Profile Analysis

Given counts: past=2, present=3, future=1, hypothetical=2

Total markers: 2 + 3 + 1 + 2 = 8

Percentage distribution:

Past: 2/8 = 25%

Present: 3/8 = 37.5%

Future: 1/8 = 12.5%

Hypothetical: 2/8 = 25%

Dominant temporal focus: Present-oriented (37.5%)!
Secondary focus: Past and hypothetical (25% each)!

The temporal profile can be normalized:

profile =

(
pa
T
,
pr
T
,
f

T
,
h

T

)
where T = pa + pr + f + h is the total marker count.

237



25.5.2 Dominance Patterns

Example: Common Temporal Patterns

Urgent threat pattern:

• High present markers + some future markers

• Example: ”Your account is currently at risk and will be locked
soon”

• Profile: Present-dominant with future consequences

Historical justification pattern:

• High past markers + hypothetical markers

• Example: ”We previously detected issues and if this continues,
problems might occur”

• Profile: Past facts with hypothetical future risks

Immediate action pattern:

• Very high present markers

• Example: ”You must act now today immediately”

• Profile: Overwhelming present focus
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25.6 Applications in Attack Analysis

25.6.1 Urgency Assessment

Example: Urgency Level Detection

High urgency indicators:

• Multiple present markers: ”now”, ”currently”, ”today”

• Immediate future markers: ”soon”, ”will” (with present context)

• Low hypothetical markers (direct statements)

Low urgency indicators:

• High hypothetical markers: ”might”, ”could”, ”if”

• Distant future markers: ”eventually”, ”later”

• Past markers (historical context only)

Urgency score could be calculated as:

urgency =
present + 0.5× future

total
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25.6.2 Threat Timeframe Analysis

Example: Threat Timing Classification

Immediate threats:

• ”Your account is being accessed right now”

• High present markers, immediate action required

Near-future threats:

• ”Your account will be locked in 24 hours”

• Future markers with specific timeframes

Conditional threats:

• ”If you don’t verify, your account might be compromised”

• High hypothetical markers, conditional consequences

Historical threats:

• ”Your account was accessed from suspicious location”

• Past markers, already occurred events
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25.7 Limitations and Refinements

25.7.1 Current Limitations

Example: Detection Shortcomings

Simple matching issues:

• ”will” matches both future tense and noun (”last will”)

• ”before” can be preposition or temporal marker

• ”like” can be verb or similarity indicator

Context unawareness:

• Doesn’t understand negation: ”will not” vs ”will”

• Doesn’t handle complex tense constructions

• Misses implied temporal relationships

Vocabulary limitations:

• Fixed marker list may miss domain-specific terms

• Doesn’t handle temporal expressions: ”in 2 days”, ”by Friday”

• Limited to English temporal markers
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25.7.2 Potential Improvements

Example: Enhanced Detection Approaches

Context-aware matching:

• Use dependency parsing to understand word roles

• Consider surrounding words and sentence structure

• Handle negation and modal verbs properly

Expanded vocabulary:

• Add domain-specific temporal terms

• Include temporal expressions and date formats

• Multi-language support for global analysis

Machine learning approaches:

• Train classifiers on labeled temporal texts

• Use word embeddings for semantic similarity

• Combine with other linguistic features
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25.8 Performance Characteristics

25.8.1 Computational Efficiency

Example: Performance Analysis

For text of length n with m markers:
Time complexity:

• Lowercase conversion: O(n)

• Marker checking: O(m× n) in naive implementation

• Optimized: Can use Aho-Corasick for O(n+m)

• Practical: Very fast for typical texts

Space complexity:

• Marker storage: O(m)

• Text copy: O(n)

• Result storage: O(1) (4 integers)

Real-world performance: Processes thousands of texts per second!
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25.8.2 Accuracy Metrics

Example: Detection Accuracy

Precision/recall analysis:
High precision markers:

• ”yesterday”, ”tomorrow”, ”now” (unambiguous)

• Rarely used in non-temporal contexts

• Low false positive rate

Lower precision markers:

• ”will”, ”before”, ”like” (multiple meanings)

• Context-dependent usage

• Higher false positive rate

Overall accuracy: 80-90% for clear temporal texts!

244



25.9 Integration with Other Analysis

25.9.1 Combined with Grammatical Analysis

Example: Multi-feature Analysis

Combining temporal and grammatical features:
High urgency detection:

• Present temporal markers + imperative mood

• Example: ”Verify your account now immediately”

• Temporal: high present, Grammatical: imperative mood

Hypothetical threat detection:

• Hypothetical markers + conditional mood

• Example: ”If you don’t act, your account could be compromised”

• Temporal: high hypothetical, Grammatical: conditional mood

Past event reporting:

• Past markers + indicative mood

• Example: ”Your account was accessed yesterday”

• Temporal: high past, Grammatical: indicative mood
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25.9.2 Application in Attack Classification

Example: Attack Type Correlation

Phishing attacks:

• Often use urgent present/future markers

• ”Your account will be locked unless you verify now”

• High present + future markers

Social engineering:

• Often use hypothetical scenarios

• ”Imagine if someone accessed your private photos”

• High hypothetical markers

Scareware:

• Mix of past events and future consequences

• ”We detected malware yesterday, it will damage your system
soon”

• Balanced past + future markers

246



25.10 Case Studies

25.10.1 Real Attack Examples

Example: Actual Attack Analysis

Example 1 - Urgent phishing:

"Your PayPal account has been temporarily limited.

You must verify your information now to avoid

permanent closure. Click here immediately."

Temporal analysis:

• Present: ”has been”, ”must”, ”now”, ”immediately” (4)

• Future: ”will” (implied), ”to avoid” (1)

• Past: 0, Hypothetical: 0

Pattern: High-urgency, immediate action required!
Example 2 - Hypothetical scareware:

"If you don’t update your software, hackers

could access your files. Your data might be

stolen and used for identity theft."

Temporal analysis:

• Hypothetical: ”if”, ”could”, ”might” (3)

• Present: 0, Past: 0, Future: 0

Pattern: Pure hypothetical fear-mongering!
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25.11 Implementation Best Practices

25.11.1 Marker Selection

Example: Choosing Effective Markers

Criteria for good markers:

• High specificity: Unambiguous temporal meaning

• Frequency: Commonly used in target domain

• Variety: Cover different temporal aspects

• Discriminative power: Distinguish between attack types

Validation process:

• Test on labeled attack datasets

• Measure precision/recall for each marker

• Remove markers with high false positive rates

• Add new markers based on analysis gaps

Continuous improvement: Update marker lists based on new attack
patterns!
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25.11.2 Deployment Considerations

Example: Production Deployment

Configuration management:

• Store markers in config files, not hardcoded

• Allow dynamic updates without code changes

• Support different marker sets for different languages

Performance optimization:

• Precompile marker patterns

• Use efficient string search algorithms

• Cache results for repeated texts

Monitoring and logging:

• Track detection rates and patterns

• Log false positives for analysis

• Monitor marker effectiveness over time
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26 Sparse Region Detection

26.1 Concept and Motivation

Example: Why Find Sparse Regions?

Sparse regions represent:

• Novel attack strategies: Uncommon or innovative approaches

• Outliers: Anomalous patterns that differ from common attacks

• Exploration opportunities: Underexplored areas of semantic
space

• Boundary cases: Edge cases that may evade current detection

Practical applications:

• Discover novel attack variants for testing

• Identify gaps in current defense coverage

• Find creative directions for attack optimization

• Detect emerging threat patterns early

Sparse points = Unexplored territory in the attack landscape!

Sparse region detection identifies points in the embedding space that are
relatively isolated from other points, indicating uncommon patterns, novel
strategies, or potential exploration opportunities.
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26.2 Mathematical Foundation

26.2.1 Density Estimation

Example: Local Density Concept

Local density around a point measures how crowded its neighborhood
is:
For point xi:

• Calculate distances to all other points

• Find k nearest neighbors

• Compute average distance to these neighbors

• Small average distance = high density

• Large average distance = low density

Example:

• Point in cluster: avg distance = 0.15 (dense)

• Isolated point: avg distance = 0.45 (sparse)

• Boundary point: avg distance = 0.25 (medium)

Density ∝ 1
average distance

!

The local density around point xi is estimated using k-nearest neighbors:

di =
1

k

k∑
j=1

∥xi − x(j)∥

where x(j) are the k nearest neighbors of xi.
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26.2.2 Sparsity Threshold

Example: Relative Sparsity Detection

Absolute sparsity vs relative sparsity:
Absolute approach:

• Set fixed distance threshold: e.g., ¿ 0.4

• Problem: Depends on data distribution

• May miss sparse points in dense datasets

Relative approach:

• Compare to overall distribution

• Use percentiles: e.g., ¿ 75th percentile

• Adapts to different dataset densities

• More robust and generalizable

Our method: Uses 75th percentile for adaptive thresholding!

A point is considered sparse if:

di > Q0.75(d)

where Q0.75 is the 75th percentile of all local densities d = [d1, d2, . . . , dn].
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26.3 Algorithm Implementation

26.3.1 Step-by-Step Process

Example: Complete Sparse Detection

Input: 10 embeddings, k = 3

For point 5:

1. Calculate distances to all other 9 points

2. Sort distances: [0.12, 0.15, 0.18, 0.25, 0.30, 0.35, 0.42, 0.48, 0.55]

3. Take 3 nearest: [0.12, 0.15, 0.18]

4. Average: (0.12 + 0.15 + 0.18)/3 = 0.15

Global calculation:

• Compute averages for all 10 points

• Get distribution: [0.10, 0.12, 0.13, 0.14, 0.15, 0.18, 0.22, 0.25,
0.30, 0.35]

• 75th percentile: value at position 7.5 ≈ 0.235

Decision: 0.15 ¡ 0.235 → Not sparse!
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Algorithm 8 Sparse Region Detection

1: function FindSparseRegions(embeddings, k)
2: if len(embeddings) < 2k then
3: return [ ] ▷ Insufficient data
4: end if
5: sparse indices← [ ]
6: for i← 1 to len(embeddings) do
7: distances← [ ]
8: for j ← 1 to len(embeddings) do
9: if i ̸= j then

10: d← ∥ei − ej∥2
11: distances.append(d)
12: end if
13: end for
14: sort(distances)
15: avg nearest← mean(distances[1 : k])
16: all averages← [ ]
17: for each embedding e do
18: dists← sorted distances to k nearest
19: all averages.append(mean(dists))
20: end for
21: if avg nearest > percentile(all averages, 75) then
22: sparse indices.append(i)
23: end if
24: end for
25: return sparse indices
26: end function
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26.4 Mathematical Analysis

26.4.1 Distance Computation

Example: Euclidean Distance Properties

Euclidean distance in d-dimensional space:

∥x− y∥2 =

√√√√ d∑
i=1

(xi − yi)2

Properties:

• Range: [0,∞)

• Symmetry: ∥x− y∥ = ∥y − x∥

• Triangle inequality: ∥x− z∥ ≤ ∥x− y∥+ ∥y − z∥

• Scale sensitive: Affected by embedding normalization

Alternative: Cosine distance for angular similarity!

The Euclidean distance between two embeddings x,y ∈ Rd:

d(x,y) =

√√√√ d∑
i=1

(xi − yi)2
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26.4.2 Percentile Calculation

Example: Percentile Interpretation

75th percentile meaning:

• 75% of points have lower average distances

• 25% of points have higher average distances

• These 25% are considered ”sparse”

Why 75th percentile?:

• Conservative: Only most isolated points

• Avoids labeling slightly distant points as sparse

• Provides clear separation from dense regions

• Works well across different dataset sizes

Adjustable: Can tune based on exploration vs exploitation trade-off!

The p-th percentile of a dataset x is defined as:

Qp(x) = value at position ⌈p× n⌉ in sorted x
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26.5 Parameter Selection

26.5.1 Neighborhood Size k

Example: Choosing k Value

Small k (2-3):

• Very local density estimation

• Sensitive to noise and outliers

• May miss broader sparse regions

• Good for fine-grained analysis

Medium k (5-10):

• Balanced local/global perspective

• Robust to minor variations

• Captures meaningful density patterns

• Recommended default

Large k (15+):

• Global density estimation

• Less sensitive to local variations

• May miss small sparse clusters

• Good for very large datasets

Rule of thumb: k ≈
√
n for dataset size n!
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26.5.2 Minimum Data Requirement

Example: Data Sufficiency Check

Why require 2k points?:

• Need enough points for meaningful k-NN

• Avoid degenerate cases with too few neighbors

• Ensure reliable percentile estimation

• Prevent overfitting to small samples

Example requirements:

• k = 5: Need at least 10 embeddings

• k = 10: Need at least 20 embeddings

• k = 20: Need at least 40 embeddings

Fallback: Return empty list if insufficient data!

The minimum data requirement ensures:

n ≥ 2k for reliable estimation
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26.6 Computational Complexity

26.6.1 Time Complexity Analysis

Example: Performance Scaling

For n embeddings of dimension d:
Naive implementation:

• Distance matrix: O(n2 × d) operations

• Sorting: O(n2 log n) for all distances

• Total: O(n2(d+ log n))

Our implementation:

• Outer loop: n iterations

• Inner distance calculation: O(n× d) per point

• Sorting: O(n log n) per point

• Total: O(n2(d+ log n))

Practical limits:

• n = 1000: ∼1-5 seconds

• n = 5000: ∼1-2 minutes

• n > 10000: Consider approximate methods

The algorithm has time complexity:

T (n, d) = O(n2 · d+ n2 log n)
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26.6.2 Optimization Opportunities

Example: Performance Improvements

Approximate nearest neighbors:

• Use KD-trees or ball trees

• Reduce O(n2) to O(n log n)

• Trade exactness for speed

Parallel processing:

• Process points independently

• Use multiprocessing or GPU

• Linear speedup with cores

Sampling approaches:

• Use subset for global statistics

• Estimate percentiles from sample

• Maintain accuracy with less computation
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26.7 Applications in Attack Analysis

26.7.1 Novel Attack Discovery

Example: Finding Innovative Strategies

Sparse regions contain:

• Uncommon phrasing or approaches

• Creative social engineering tactics

• Novel technical attack methods

• Cross-domain technique combinations

Example discoveries:

• Unusual authority appeals

• Creative urgency mechanisms

• Novel technical explanations

• Unique psychological triggers

Value: These represent the ”cutting edge” of attack evolution!

261



26.7.2 Coverage Gap Identification

Example: Defense Coverage Analysis

Sparse regions indicate:

• Areas poorly covered by current defenses

• Attack strategies that may evade detection

• Blind spots in security monitoring

• Emerging threat vectors

Remediation actions:

• Generate test cases in sparse regions

• Update detection rules for uncovered areas

• Train models on sparse region examples

• Proactively monitor for similar patterns

Strategic value: Proactive defense improvement!
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26.8 Visualization and Interpretation

26.8.1 Density Distribution Analysis

Example: Interpreting Results

Typical density distribution:

Region Type Characteristics

Dense clusters Low average distances, well-explored strate-
gies

Sparse regions High average distances, novel/uncommon
approaches

Boundary areas Medium distances, transitional strategies
Outliers Very high distances, potentially anomalous

Action recommendations:

• Dense: Optimize existing detection

• Sparse: Explore and understand

• Boundary: Test robustness

• Outliers: Investigate anomalies
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26.8.2 Strategic Decision Making

Example: Exploration vs Exploitation

Exploitation strategy:

• Focus on dense regions

• Refine known successful approaches

• Incremental improvements

• Lower risk, predictable gains

Exploration strategy:

• Focus on sparse regions

• Discover new attack vectors

• Higher risk, potential breakthroughs

• Drives innovation and adaptation

Balanced approach: Allocate resources based on sparse region anal-
ysis!
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26.9 Limitations and Considerations

26.9.1 Algorithm Limitations

Example: Known Issues and Solutions

Dimensionality effects:

• High dimensions: Distances become less meaningful

• Solution: Use dimensionality reduction first

Scale sensitivity:

• Euclidean distance affected by feature scales

• Solution: Normalize embeddings before analysis

Cluster shape assumptions:

• Assumes roughly spherical clusters

• Solution: Use density-based clustering alternatives

Computational cost:

• Quadratic complexity limits scalability

• Solution: Use approximate methods for large datasets
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26.9.2 Robustness Considerations

Example: Ensuring Reliable Detection

Data quality issues:

• Noisy embeddings affect distance calculations

• Solution: Clean data and remove obvious outliers first

Parameter sensitivity:

• Results depend on k and percentile choice

• Solution: Test multiple parameter combinations

Temporal aspects:

• Sparse regions may become dense over time

• Solution: Periodic reanalysis and adaptation

Validation requirement:

• Sparse points may be false positives

• Solution: Manual review and success rate tracking
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26.10 Advanced Extensions

26.10.1 Multi-scale Analysis

Example: Hierarchical Sparsity Detection

Multiple k values:

• Small k: Local sparsity (immediate neighborhood)

• Medium k: Regional sparsity (broader area)

• Large k: Global sparsity (entire space)

Multi-scale sparsity profile:

• Point can be locally dense but globally sparse

• Different strategic implications

• More nuanced understanding of position

Implementation: Run algorithm with different k values and combine
results!
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26.10.2 Density-Based Clustering Integration

Example: DBSCAN Connection

DBSCAN concepts:

• Core points: High local density

• Border points: Medium density

• Noise points: Low density (sparse)

Integration approach:

• Use DBSCAN to identify dense clusters

• Our method finds sparse points within clusters

• Combined understanding of density structure

Synergy: Macro clustering + micro sparsity analysis!
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26.11 Case Study Example

Example: Real-world Application

Scenario: Analyzing 500 successful phishing attacks

Sparse region discovery:

• Found 12 attacks in sparse regions

• Analysis revealed uncommon patterns:

– Unusual technical jargon combinations

– Creative social proof mechanisms

– Novel urgency creation techniques

Strategic insights:

• 3 sparse attacks had very high success rates

• Indicated emerging effective strategies

• Prompted proactive defense updates

• Guided future attack development

Value demonstrated: Early detection of emerging threat patterns!
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26.12 Implementation Best Practices

Example: Production Guidelines

Preprocessing steps:

• Normalize embeddings to unit sphere

• Remove obvious outliers first

• Handle missing or corrupted data

• Validate input data quality

Parameter tuning:

• Start with k = min(10,
√
n)

• Test percentile range 70-80

• Validate with manual review

• Document parameter choices

Monitoring and maintenance:

• Track sparse point success rates

• Monitor computational performance

• Update parameters as dataset grows

• Regular quality assurance
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